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Abstract

We extend de nitions of information o w soasto quantify the amount
of information passed;in other words, we give a formal de nition of the
capacity of covert channels. Our de nition usesthe processalgebra CSP,
and is basedupon courting the number of di erent behaviours of a high
level userthat can be distinguished by a low level user.

1 Intro duction

Previouswork has sough to capture the notion of information ow (sometimes
called non-interferenceor independence)in a multi-level security system: that
is the question of whether a high level user, High, can passinformation to a
low level user, Low, via a covert channel. A common approad has been to
produce a de nition of information ow in a processalgebraic setting; see,for
example[1, 14, 4, 12, 7, 5]. Most de nitions are basedaround asking whether
Low can distinguish betweentwo di erent behaviours of High, sothat High can
usethe systemto passat least one bit of information to Low.

Howewer, in many circumstances,some o w of information will be inevitable
and acceptable,providing it is not too high. For example,the Orange Book [17]
includesrequiremers for the estimation of the capacity of covert channels,and
recommendationgor acceptablevalues.

In this paper we extend the previouswork on de ning information ow, and
produceade nition, usingthe processalgebraCSP, of the quantity of information
ow. Wewill de ne the information ow quantity to be the number of behaviours
of High that are distinguishable from Low's point of view. If there are N sud
distinguishablebehaviours, then High can usethe systemto encale an arbitrary
number in the range0;:::;N 1 to sendit to Low; in other words, log, N bits
of information are passed.(A feature of this de nition, that the readershouldbe
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aware of, is that an absenceof information o w is represeted by an information
ow quantity of 1, rather than 0.)

An important considerationin modelsof information o w is the treatment of
nondeterminism. Nondeterminismoccursin models of systemsfor a number of
reasons,for example: the \noise" causedby other usersof the system;inherert
nondeterminismin the system;and aspects of the systemthat are resoled at a
lower level of abstraction than that at which the model is built.

Previousformal approadesto the quartit y of information o w have modelled
this nondeterminism probabilistically. The capacity of covert channelsis then
de ned making useof Shannon'stheory of information ow [16]. Seefor example,
[9, 18, 8]. Clearly, probabilistic models are useful only when one can accurately
assignprobabilities to the nondeterminismof the system. This is rarely the case:
one simply knows that the systemwill behase in one of seweral ways, without
knowing anything about the relative probabilities. We beliewe it is better to
considerall possibleways in which the nondeterminismcan be resoled, and to
considerthe worst case(i.e. the maximum information ow): thus we obtain an
upper-bound on the channel capacity; if, in fact, the nondeterminismis resohed
di erently, then we will have over-estimatedthe capacity, which is the safeway
in which to err.

An additional form of nondeterminismis underspeci cation in designs. For-
mal analysisis normally applied to designsrather than to implemertations: by
the time one has produced an implemertation, there is too much detail to make
formal analysis practical. Further, it is well known that the earlier an error is
discovered, the easierand cheaper it isto x; thereforeit makes most senseto
perform an analysisas early in the developmen as possible. Nondeterminismin
designsrepreseis underspeci cation: the intention is that later stagesof the de-
velopmert resole the nondeterminism. Howewer, a designcan only be considered
correctif all ways of resolvingthe nondeterminismleadto a correctimplemerna-
tion; thus, whenconsideringinformation o w quartity, we againwant to consider
the maximum o w for all ways in which the nondeterminismcan be resohed.

Information can be passedfrom High to Low basedupon the time at which
ewverts becomeavailable; it is therefore necessaryto include a notion of time in
order to obtain realistic models. It is reasonableto assumethat there is a limit
on how accurately agents cantell the time: that is, they e ectively have a time
guantum. In order to model this, it turns out to be conveniert to work in a
discrete-time model, taking the time quarntum to be onetime unit. In principle,
one could work in a cortinuous-time model, sud as Timed CSP [15 (this was
the approad taken in an earlier version of this paper). Howewer, this tends to
lead to lesstractable modelsthan discrete-time models.

One advantage of working in a timed model is that we can de ne the quan-
tity of information ow within some nite time period, and hencethe rate of
information ow.

In the following section, we give a brief introduction to the syntax and se-
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martics of discrete-time CSP. In Section3, we considersomeexampleprocesses,
and for ead give the information ow quartity, thus helping to descrike our
intuitions. In Section 4, we formalise the notion and give our main de nition;
we illustrate it with someexamples.The de nition is slightly non-intuitiv e, and
proved surprisingly di cult to get right: a number of simpler de nitions fail to
give the right answer for example processes.In Section 5 we shav that those
processesor which our de nition givesan information ow quartity of 1|i.,e. no
information ow|are preciselythoseprocesseshat satisfy a more intuitiv e de -
nition of lack of information o w, similar to that in [4, 3]. In Section6 we consider
the amourt of information passedwithin a boundedamourt of time, thusleading
to a de nition of the capacity of covert channelsin bits per time unit. Finally,
we sum up and give pointers to future work in Section7.

2 A brief overview of discrete-time CSP

In this sectionwe give a brief overview of discrete-time CSP. More details can
be obtained from [13, 15, 10].

2.1 Untimed syntax

An ewert represems an atomic commnunication; this might either be betweentwo
processesor between a processand the environment. Channelscarry sets of
ewvers; for example,c:5is an evernt of channelc. fjcjg represets the setof everts
of channel c. The distinguished evert tock represets the passageof one unit
of time. All processesn a systemwill participate in this evert, and none can
prevert it from happening,i.e. no processcan stop time.  represes the set of
all standard (i.e. non-tock) events, and B [ ftockg.

The processSTOP can perform no standard everts, but simply allows time
to progress. The processa ! P can perform the evert a, and then act like P;
the processallowstime to progress,and sut progressdoesnot remove the avail-
ability of a. The process?a : A! P, oers the setof everts A; if a particular
ewvert a is performed,the processthen actslike P,; again, the processallowstime
to progress,and sud progressdoesnot remove the availability of the everts of A.
The processWAIT t ; P doesnothing for the rst t time units, and then acts
like P.

The processP 2 Q represems an external choice between P and Q; the
initial events of both processesre o ered to the ervironment; whenan even is
performed,that resolesthe choice. The processallowstime to progressbut tock
ewverts do not resolethe choice. P u Q represems aninternal or nondeterministic
choicebetweenP and Q; the processcan act like either P or Q, with the choice
being made accordingto somecriteria that we do not model.

The processP t Q initially actslike P; howewer, if no standard events of P



occur within the rst t time units then a timeout occurs and the processacts
like Q. By cortrast, the processP 4 Q initially acts like P, but cortrol is
transferredto Q after t time units, regardlessof the progressmadeby P.

P n A acts like P, except all events from the set A are hidden, i.e. made
internal. Sud internal everts are urgent in the sensehat they will occur assoon
asthey becomeavailable, i.e., beforeany tock everts.

The processRUN (A) can perform any ewvents from A, and newer refuseany
sudh events. The processCHAOS(A) is the most nondeterministic, nondivergert
processwith alphabet A; it can perform any sequenceof everts from A, and
refuseany ewerts.

P k Q represets the parallel composition of P and Q, syndronisingon everts

A
from A; the processeslso syndironise on the event tock. P jjj Q represets an
interleaving of the processes? and Q; i.e. parallel composition syndronising
only on the evert tock.

2.2 Semantics

A refusalis either a set X of ewverts, represeiing that the processis in a stable
stateli.e. no internal activity is possible|land that noneof the events of X are
available, or the null refusal ', represeting the absenceof refusal information,
possibly becausethe processdid not erter a stable state. A refusaltrace! is an
alternating sequencef refusalsand ewerts, starting and nishing with a refusal,
for examplehfbg; a; T tock; f a; bgi, represeming that the processcan alternately
exhibit the given refusalinformation and perform the given evens.

The discrete-time refusaltraces model of CSP represeis a processP by the
set of its refusal traces, denoted R[P]. Compositional denotational semartic
equations, giving the refusal traces of a compound processin terms of those of
its componerts, can be found in [10].

3 Thought experiments

To help motivate the problem further, we considersomeexampleprocessesand
in ead casequartify the information passedthus explaining our intuitions.

Throughout this paper we will let H be the set of everts for High, which will
have nameslike h, and we will let L be the set of events for Low, which will have
nameslikel. We assumethat is partitioned by H and L. We alsoassumethat
High and Low can both obsene tock everts.

1Refusal traces are normally known as refusal tests; howewver, we use the term \test" for
a somewhat di erent view of processes,and so we adopt the term \refusal trace" to avoid
confusion.



Example 1 Considerthe process

P, b h! Il STOP.STOP:

We assumethat Low is not ableto detectthe precisetime at which everts occur.
Otherwise, processedike the above would give an unbounded amourt of infor-
mation ow: High could passan arbitrary real number t in the range[0; 1) by
performing his evert at time t; Low could obsene the time at which the | event
becomesavailable, and so deducethe value High is trying to send; this seems
courter-intuitiv e.

Instead, we assumea nite speedfor Low: we assumea time quantum, sud
that Low cannot vary his behasiour more rapidly than onceper time quartum.
For notational easewe take the time quartum equalto onetime unit. ThusLow
can only tell the time by observingtock ewens performed, and cannot tell the
di erence betweentwo times within the sametime unit. Further, he canonly tell
that an evert is not available by seeingthat ewvent refusedup to a tock.

Hencethe above processhasan information o w quartity of 2: if High chooses
to perform an h within the rst time unit then Low will be ableto performan;
if High choosesnot to perform an h within the rst time unit, then Low will see
the event refusedup to the rst tock. Thus High canuseP; to passone bit of
information to Low.

Example 2 Consider

P,bh! Il STOP" STOP:

This processhasan information o w capacity of N + 1. High canpassan arbitrary
value k in the range 0;:::;N 1 by performing his evert after k time units;
Low will then be able to perform his event after observingk tocks. High can
passan additional value by not performing his evert; Low will obsene that heis
unableto perform his event throughout the rst N time units.

Note the di erence betweenthis exampleand the previous: in the previous
example,Low could only tell whetheror not High had performedan evert; in this
example,there is additional information from timing considerations.In the rest
of this section we restrict oursehesto information ow of the former kind, by
allowing everts to occur only within the rst time unit, by including an explicit
timeout at time 1.

Example 3 Consider:

hi! (11! STOPul2! STOP)

1
2 h2! (11! STOPul2! stop) * >1OF

Ps b

This processcertainly has an information ow of at least 2, for Low can tell
whether or not High has performed someewernt. The questionis whether Low
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can distinguish the two behaviours of the systemfollowing hl and h2 ewerts. If
the two nondeterministic choiceswere implemerted idertically, then clearly the
answer is no (and the information o w quartit y would be 2). Howeer, the normal
intuition in CSPis that a nondeterministic choicerepreseits under-speci cation:
this can be resoled by the implemerter deciding how to implemert the under-
speci cation, or it canbe resoled by somemedanismat run time. For example,
if the rst nondeterministic choice were implemerted to always selectits rst
argumen, and the secondnondeterministic choice were implemerted to always
selectits secondargumert, then Low would indeedbe able to distinguish the two
behaviours, and sothe information o w quartity would be 3.

We indeed take the information ow quartity of this processto be 3, being
the higher of the above possiblevalues;in other words, we considerthe worst
casescenario.

Example 4 Let

0 1
hi! 11! STOP

P, b @ h2! 121 STOP A ! sTOP:
2 h3! (11! STOPul2! STOP)

This has an information ow quartity of 3, as doesthe process(hl ! [1'!

STOP 2 h2! 2! STOP) ! STOP. The h3 branch doesnot add any infor-
mation ow: if Low can perform an |1 then he can deducethat High performed
either hl or h3, but he cannottell which; similarly, if Low can performan|2 then
he can deducethat High performedeither h2 or h3, but he cannot tell which.

We are assumingthat Low cannot make copiesof the systemsoasto perform
repeatedexperimerts: if he could, he might be ableto make a copy of the system
following an h3, and then in repeatedexperimerts obsene both |11 and 12 events
(corresponding to di erent resolutionsof the nondeterministic choice) and hence
deducethat h3 had indeedbeenperformed.

Example 5 Let

Ps b (I! STOP2 h! STOP) . STOP:

If High performs his evert (beforethe rst tock) then Low will seehis | event
refused;however, if High doesnot try to perform his evert, then Low will be able
to perform his evert. However, if Low is able to perform an |, then he cannot
tell whether or not High was attempting to perform h: High's h might have been
preemptedby Low's |. High and Low might be able to usethis processto pass
onebit of information, but we cannot be surethat they can do soreliably.

The normal CSP intuition is that if both High and Low attempt their evernts
at the sametime, then it will be nondeterministic which succeedsHoweer, we
again considerthe worst casescenario,and take the information ow quartity
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to be 2, for clearly there is the possibility of some ow of information. It might
be that the processsceduler gives priority to High; or maybe High can always
get his event in beforeLow's (but both attempt their evert within the rst time
unit).

4 Dening information o w quantity

In this sectionwe formaliseinformation o w quartity, by consideringthe way in
which High and Low interact with the systemin orderfor High to passinformation
to Low. We assumethat the behaviour of the systemis modelled by a CSP
processP. High will act in di erent ways depending upon the value he is trying
to send;Low will interact with the systemto try to deducethe value being sen.
In Section4.1 we considerthe way in which Low will interact with the system,;
this inducesan equivalenceover systems|corresponding to indistinguishability
by Low|for which we derive an alternative characterisation. In Section4.2 we
considerHigh's behaviour; it turns out that we have to give High somelimited
cortrol over ewverts not in H. We bring the threads together in Section 4.3 to
de ne the information ow quartity of a system, and give some examplesin
Section4.4.

4.1 Low's strategy and testing equivalence

Low will interact with the systemby repeatedlyo ering a setof events and either
seeingone of them accepted,or seeingthem all refused;Low will assaiate results
with particular sequence®f evert acceptancesand refusals. We will call Low's
strategy for interacting with a processa test The preciseform of the tests will
re ect the assumptionswe make about Low, discussednformally above.

Traditional approadesto testing (e.g.[2, 11, 15]) make useof a test process
SUCCESS which can perform a distinguished evert ! , represeting the suc-
cessfulcompletion of a test. We extend this to use test processesf the form
SUCCESSKk), for k 2 N, that can perform ewerts of the form ! :k (we take
I:k 2 ), represeming successfutompletion of the test with result k:

SUCCESSK) & ! k! STOP:

We represem Low's behaviour by a processT with alphabet L[ ftockg[ fj! jg;
we de ne Test to be the set of all such processesThe processwill interact with
the system S, and then give results, via ! ewerts; we will therefore consider
compositions of the form (S k T) nL, and considerthe results that sud a

L

composition can produce:
result§S;T) b fkj9n 2 N Thiitocki"-hf!:k; i 2 R[(SKkT)nL]g:
L

Note that the resultsis a set, becauseof the possibility of nondeterminism.
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On testing equivalence

This de nition of results invokes a natural equivalenceover systems,which we
call testing equivalen@, namely that two systemsare equivalert if all tests give
the sameset of possibleresults; it alsoinvokesa natural re nement pre-order:

S 1S 8T TresultgS;T) = resultyS° T);
Svy S°H 8T fresultdS;T) resultS°T):

(Note, though, that in generalwe are interestedin whether Low can distinguish
more than two systems.) In this section we considerthe testing equivalence
further.

Note, rstly, that the equivalenceis the same as may-equivalence [2, 15|,
wheretests simply succeedr fail (rather than giving a numeric result), and two
processesre may-equivalent if whene\er a test can succeedwith one process,it
can alsosucceedwith the other.

The testing equivalenceis slightly wealer than semramic equality: it ignores

refusalsthat do not immediately precedetocks. Let s be obtained from s by
replacing all refusalsthat do not immediately precedea tock with '

"
2} o
hX;ai-s = hfai-s; a 6 tock
r
z} —{ o
hX ;tocki-s = hX ;tocki-s;
r
20
hXi = hfi:

r
Note that s 2 R[P] ) s 2 R[P]. The following lemma shows thaF testing
equivalencecan distinguisp processe®nly orn the basisof refusaltests s:

Lemma 1 P 1 Q, fsjs2R[P]g="fsjs2 R[Q]g.

The proof from right to left showsthat if the right hand sideholds, then for all T,

(P KT)nL and (Q KT)nL canperform the sameewerts, soP 1 Q; the proof
L L

from left to right constructsa test T that will distinguish P and Q when the
right hand side doesnot hold. The full proof is in Appendix A.

The lemma shaws that testing equivalence ts with our intuition that Low
cannot tell the time with total accuracy and so can detect that an evert is not
available only by seeingit refusedwhen a tock is performed.

Toillustrate the di erence betweensemaric equality and testing equivalence,

considerthe processed® b (a! STOP u STOP) ! STOP and Q b (a!
STOP 2 ¢! STOP) nfcg. Theseare not semattically equivalert, because
hfbg;a; 1 2 R[P] RI[Q]; i.e. P canrefusea b and then perform an a, but
Q cannot, becauseQ performsa in an unstable state. Howewer, the processes
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are testing equivalert: a test can only detect a b being refusedif it is refused
throughout a time unit, up to a tock being performed;after such a tock, the a is
withdrawn by both processes.

In untimed models, may-equivalenceis the sameas traces equivalence[2]; in
real-time models, it is the sameas nite failures equivalence[15]; it is interesting
that in the discrete-time model, the equivalencelies betweenthesetwo.

4.2 High's strategy

It would seemnatural to model High's behaviour by a CSP processQ with

alphabet H [ ftockg; we write CSP, for the set of sud processeslin that case

Low's view of the systemwould be given by (P k Q) nH: Howewer, it turns out
H

that this won't allow us to model the assumptionsabout High from Section 3,
especially that in Example 5. In particular, we needto assumethat High is able
to arrangefor his everts to occur either beforeor after evernts of Low.

Instead, we take the processQ to represem not only High's behaviour, but
alsothe behaviour of the schedulerthat resoleswhich event should occur when
morethan oneis available. We thereforeinclude Low's events within the alphabet
of the processQ. Low's view of the systemwill then be given by the process

(P KQ)nH:
For example,recall the process:

Ps b (I! STOP2h! STOP).STOP

from Example 5. High could passone value by performing his evert h; this is
modelled by the processQ b h! STOP; the combination ensuresthat Low's
evernt | doesnot preemptthe h. Alternativ ely, High can passa di erent value by
not performing his evert; this is modelled by the processQ | ! STOP, which
allows Low to perform his evert.

Howewer, we do not want to allow all such processe®Q; in a state of P where
only tocks and events of Low are available, High should not be able to block any
Low events: High canonly prevent everts of Low from occurring by preempting
them with one of his own ewerts. For example,if P = | |  STOP, then the
Q processSTOP should not be allowed, but I I  STOP or RUN (L) would be
allowed. In order to capture this requiremen, we needtwo piecesof notation:

We say that atraces is H-urgentif for every refusalsetX that immediately
precedesa tock, we have H  X; this will be the casefor all tracesof the
processP k Q in the context (P K Q) nH.

We write s[hX \ L;tocki=hX ;tocki] for the trace that is obtained from s by
replacingevery refusalset X that immediately precedesa tock with X \ L.
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We thereforerestrict ourselvesto processe®Q satisfying the following condition
for the givenP:

8s2 R[P kQ] 'sisH-urgert ) s[hX \ L;tocki=hX;tocki]2 R[P]:

This saysthat if noH ewerts are blocked by the ervironment (i.e., s is H-urgert)
then if any everts from L are refused,it is becauseP is refusingthose everts.
This condition prevents exampleslike the following:

P b hl! (I1! STOP2 12! STOP)
2 h2! (11! STOP 212! STOP);
Q b hl! I1! STOP:
This shouldn't be allowed: High shouldn't be ableto determinewhich of |1 and|2

becomesavailable for Low after hl. This is forbidden by the above condition:
P k Q hasH-urgert refusaltrace h';h1;fl2g[ H;tock; i, but P doesnot have

trace h'; h1; f12g;tock; "i.

In fact, asexplainedearlier, we have to considerall ways in which nondeter-
minism in P might be resoled, by consideringall re nements of P|that s, all
the ways in which P might actland sowe require that all re nements R of P

satisfy the above equation:
8Rwts P '8s2 R[RkQ] ' o
sisH-urgert ) s[hX \ L;tocki=hX;tocki] 2 R[R]:

The condition is satis ed by the processRUN (L), and sowe will make frequen
useof this processwhen de ning strategiesfor High.

The following lemmashows that under the above condition, consideringcom-
positions of the form (P k Q) nH doesnot make more pairs of processeslistin-

guishablefrom Low's point of view than by consideringcompositions of the form
(RKQYnH for Q°2 CSP; and R wt P.
H

Lemma 2 If Qg and Q; satisfy equation (1), and (P K Qo) nH 61 (P kQ;)nH
then there exist R wr P and Q% Q92 CSP; sud that
(RKkQ)nH 67 (RKQ)nNnH:
H H

(We conjecturethat the lemmacanbe strengthensothat the result talks about P
rather than a re nement R of P.) This lemmais provedin Appendix A.

4.3 Dening Iinformation o0 w gquantity

We presumethat High and Low have devisedsomestrategy for passingvalues
in the rangef0;:::;N 1g. What form must that strategy take? We suppose
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that for ead value k that High wants to pass,he will act like someprocessQ(k),
as above; we will therefore model High's behaviour as a function of the form?
Q :N!' CSP whereewery Q(k) satis es equation (1).

Given somepatrticular High strategy Q, Low's possibleviews of the system
will be given by f(P k Q(k)) nH j k 2 domQg: Howeer, there might be no

strategy for Low that distinguishesall of these. We therefore ask whether a
particular test T for Low distinguishesthese processeswe considerthe results
obtained by the testing processT wheninteracting with the above processesand
ask whether the results obtained are thosethat High is trying to send.

Recall that we write resultdS; T) for the results obtained by test T when
interacting with systemS. When we are talking about a systemcomposedof the
given processand a high level process,we will overload the results function to
take thosetwo processess separateargumerts:

resultP;Q;T) b resulty(P KQ)nH;T):

For example,recall

P.b h! Il STOP. STOP;
and considerthe strategy de ned by:

Q(0) 5 RUN (L); Q)b h! RUN(L):
T 51! SUCCESS1) . SUCCESSO0):

Then (P, k Q(0)) nH = STOP so we have resultyP;;Q(0); T) = f0g; and
(P:kQ()nH = 1! STOP sowe have result§P;; Q(1); T) = f1g.

We should only considerstrategiesof High and Low that are compatible, in
the sensethat if High wants to senda value k, then Low obtains the result k.
We will write ok(P;Q; T) to capture this condition:

ok(P;Q;T) b 8k 2 domQ 'resultdP;Q(k); T) = fkg and Q(k) satis es (1):

For example,the processP; satis es this condition with the above strategy.
Given someprocessP and somestrategy represeted by Q 2 N!1 CSP and
T 2 Test sudh that ok(P;Q;T), the assaiated information ow is the number
of di erent valuesthat canbe sen, i.e., # domQ. Howewer, asdiscussedn Sec-
tion 3, particularly Example 3, we want to considernot just P, but alsoall re ne-
merts R of P; the information o w quartity is then the maximum o w achievable
over all sudh R, and over all correspnding Q and T (such that ok(R; Q; T)):

IFQ(P) b maxt# domQ Q2 N!I CSPAT 2 Test® R2 CSP
"Pvr RN ok(R;Q;T)a:
2The notation A ! B represers partial functions from A to B.
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If the setin the above de nition is unbounded,then we will de ne the information
ow quartity to be in nite.

For example, this de nition givesan information ow quartity of 2 for the
processP4, asillustrated by the above Q and T ; clearly, High cannot passmore
information than this, becausehere are only two ways in which High caninteract
with the system.

4.4 Examples

Recall the process

Psb (I! STOP2 h! STOP) ! sTOP:
The appropriate strategy for High and Low to adopt is the following:

Q(0) b RUN (L): Q)b h! RUN(L):
T 51! SUCCESS0) . SUCCESS1):

Note that Q(1) preverts an initial | from occurring by preempting it with h.
With this strategy we have

resultyPs; Q(0); T) = f0g; result§Ps; Q(1); T) = f1g:

Note alsothat the Q(k) processesatisfy equation (1): in particular, Ps k Q(1)

cannot refuseH until after either (1) the h hasoccurred, after which Q(1) does
not block events of L, or (2) the timeout hasoccurred, after which P5 refusesall
of L. Hencethis processhasan information ow quartity of 2.

As another example,consider

0hl! (I 11! STOP 2 1% |1! STOP)
2 h2! (1! 12! STOP2 1% |1! STOP)
h3! (1! 11! STOP2 1% |2! STOP)
2 h4a! (1! 12! STOP 2 1° 2! STOP):

§ ' STOP

An information ow quartity of 3 can be obtained using the strategy

Q) 5 RUN(L): Q(1)bhl! RUN(L): Q(2)Hbh2! RUN(L);
THI! (11! SUCCESY1)2 12! SUCCESS2)) . SUCCESY0):

Howewer, no higher information ow quartity can be obtained, for example by
exploiting the 1° branches: Low hasto commit himself to either exploring the
| branches,or exploring the 1° branches,or maybe nondeterministically searting
either, for examplewith a test like:

|1 (11! SUCCESS1)2 12! SUCCESS2))

1 .
2101 (12! SUCCESS2)2 11! Succesgi) - SUCCESO0):
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(which would distinguish the High behaviours RUN(L), h1! RUN(L) and
h4! RUN(L)); but in no casecan Low exploreall of the resulting processtree.

This example also shavs why we have adopted a testing-style de nition, as
opposedto a de nition sud as#fR [(P KQ)nH] j Q 2 CSPg (maybe with

some additional restrictions on Q), that is, the number of di erent ways that
the processmight look from Low's point of view. Sud a de nition would have
given an information ow quartity of 5 for the above processasRUN (L), h1!
RUN(L), h2! RUN(L), h3! RUN(L) and h4! RUN/(L) would all cause
the systemto look di erent from Low's point of view.

We now consideran examplethat shavswhy weinsist|via the ok predicate|
that the results causedby a particular Q(k) are preciselyfkg: it is not enough
for di erent Q(k) processeso simply leadto di erent setsof results. Consider

0 1
hi! 11! STOP .

PdH @h2! |2! STOP A 7 STOP
2 h3! (I1! STOP2 12! STOP)

T b (11! SUCCESS1)2 12! SUCCESS2)) . SUCCESS0)

These give di erent sets of results for the four high level processesQ(0) b
RUN(L), Q(1) b h1! RUN(L), Q(2) b h2! RUN(L) and Q(3) b h3'!
RUN (L); howewer the resultsfrom Q(3)|namely 1 and 2|are both resultsthat
could be obtained from other high level behaviours| Q(1) and Q(2)|]and sothis
doesnot cortribute any additional information o w.

Finally, we consideran examplethat givesan in nite information ow quan-

tity. LetP b h! |1 WAIT 1;P ! sTOP. High can passan arbitrary value k
by performing k h events:
Q(0) ¥ RUN(L); Qk+Ddbh! I WAIT 1;Q(k);

T()H 1! WAIT 1;T(k+ 1) 7 SUCCESSK):

Then this strategy, using the test T (0), will passan arbitrary value, so the
information ow quartity of this processis in nite.

5 No information ow

In this sectionwe give a number of results about our model and de nition. Our
main goal is to understandunder what circumstancesour de nition givesa pro-
cessan information ow quartity of 1|i.e., no information ow.

In [4, 3, 5], Focardi, Gorrieri and Martinelli de ne se\eral security properties,
jointly termed Non Deducibility on Compsition (NDC), which canbe written in
CSP as:

P sat NDC & 8Q 2 CSPy 'P k STOP (P kQ)nH;
H H

13



wherethe nature of the equivalencedependsupon the security property in ques-
tion. We arguedearlier that testing equivalenceis appropriate in our setting, so
we de ne Testing Non Deducibility on Composition (TNDC) by:

P sat TNDC 5 8Q 2 CSP, TP kSTOP + (P kQ)nH;
H H

This condition is equivalert to:
8Q0;Q12 CSPy "(P kQo)nH 1 (P kQi)nH:
H H

We proposethe following strengthening of TNDC: a processP satis es Strong
Testing Non Deducibility on Compsition (STNDC) as follows:

P sat STNDC b 8Rwt; P "R sat TDNC::

Our main result is that our de nition givesinformation ow quartity of 1 to
preciselythose processeghat satisfy STNDC.

We prefer the condition STNDC to TNDC (and the other nondeducibility on
composition properties) becauseit overcomesthe following objection of Forster
and Rosce [7]. Let LEAK be any insecureprocess,and considerthe two pro-
cessed EAK u CHAOS(L) and LEAK jjj CHAOS(L). These processeshave
clearly insecurebehaviours, coming from LEAK ; howewer they satisfy TNDC
(and the other nondeducibility on composition properties), becausethe insecure
behaviour is masked by behaviours of CHAOS(L). Theseprocesseslo not sat-
isfy STNDC, becausehey arere ned by LEAK .

In [6], Focardi and Rossiintroducethe notion of Persistent Non Deducibility
on Compositions, namely that all readhable states of a processsatisfy Non De-
ducibility on Compositions. This property appearsvery similar to Strong Non
Deducibility on Compositions; we intend to investigatethe relationship.

If two high level processescan make the systemlook di erent from Low's
point of view, then we can nd sometesting strategy to give an information ow
quartity of 2.

Lemma 3 If (P k Q) nH 61 (P k Qi) nH then there exist R wr P,
H H

QJ; QY2 CSP satisfying equation (1), and T 2 Test sud that
resultR; Q% T)=f0g and resultfR;Q%T) = fig:

The proof makesuseof the test T from Lemma 1, which distinguishesprocesses
according to whether or not they have a particular refusal trace s; the proof
constructsa suitable re nement of P, and suitable high level processessud that
oneof the resulting systemswill always exhibit the trace s, and the other system
will never exhibit this trace. The full proof is in the appendix.

The following theoremidenti es the circumstancesunder which our de nition
identi es no information ow, i.e. givesan information ow quartity of 1:

14



Theorem 4 A processP hasinformation ow quartity 1i for all re nements R,
High cannot changethe way the processappearsto Low:

IFQ(P)=1, 8Rwy P;QpQi2CSPy "(RKQy)nH 1 (RKQy)nH:
H H

The above theoremis equivalert to

IFQ(P)=1, P sat STNDC:

Pro of: We prove the corntrapositive. In one direction:
* (BRWr P;Qq;Q:2CSPy "(RKQy)nH 1 (RKQy)nH)
H H
, 9Rwr P;Q0Q12CSPy "(RkQo)nH 67 (RkQ))nH
H H

) Lemma3
9Rwt P "OR%wr R; Q% Q92 CSP; T 2 Test '
resultgR% QJ; T) = fOg ~ resultyR% Q% T) = f1g” Qf, Q? satisfy (1)
) IFQ(P)> 2

In the other direction:

IFQ(P) > 2
) 9RwWt P;Qp;Q:2CSP;T 2 Test '’
resultdR; Qo; T) = fOg ™ resultyR; Q1; T) = f1g” Qo, Q; satisfy (1)
ORWr P;Qp;Q12CSP T
(RkQo)nH 67 (RkQi) nH " Qo, Q satisfy (1)

) Lemma?2
9Rwr P;9RWr R;Q% QP2 CSRy M(R°k QY)nH 61 (R°k QD) nH
H H

) 1 (BRwr P;Qp Q12 CSPy r(REQo)nH T(REQl)nH):

6 Bounded time information ow

Many processegan be usedto passan unboundedamourt of information given
su cien t time; howewer, they might still have a nite rate of information ow. In
this sectionwe extend the work of the previoussectionto considerthe amourt of
information passedn some nite interval, and hencede ne the rate of information
oWw.

We can de ne the results obtainable from a system S with test T before
time t + 1 asfollows:

results(S;T) b fkj9n 6 t hfitocki"- h";! :k; T 2 R[(SKT)nL]g:
L

15



Note that we only considerobsenations cortaining at most t tocks, i.e. those
obsenations nishing beforetime t + 1. The following de nitions are obvious
adaptations of previousones.

results(P;Q;T) b results(P KQ)nH;T);

ok(P;Q;T) b 8k 2 domQ 'results(P;Q(k);T) = fkg
and Q(k) satis es (1);
IFQ:(P)  maxf# domQjQ2 N!I CSP~A T 2 Test* R2 CSP
"Rwr P”ok(R;Q;T)a:

We can de ne the long term information ow rate (in bits per time unit) as
follows:

if the limit exists.

| IFQ: (P
LTIFR (P) & lim 00 tQt( )

Of course,the above de nition doesn't give the whole story. A processthat
leaked a gigabyte of information at time 0, but nothing subsequetly, would have
a long term information o w rate of zero, but would probably not be acceptable
asa securesystem.

6.1 Examples

As a rst example,considerP b h! | ! STOP. Fix N, and considerthe
strategy

Q(k) = WAIT k;h! |! STOP; fork=0;:::;N 1

Q(N) = STOP;

T(k) = I'! SUCCESS{k).lT(k+ 1); fork=0;:::;N 1

T(N) = SUCCESSN):

contain at most N tocks. Clearly, Low cannot distinguish more behaviours than
this within N time units, becausehe will only ever be able to perform zero or
onel events. HencelFQyn (P) = N + 1; for all N, sothe long term information
oW rate is zero.

As another example,considera processorsharedby High and Low, sdheduled
using a round robin scheduler with time quantum q. Sdeduling consistsof two
phases:an execution phase,whereone agert hascortrol of the processor;and a
corntention phase,whereit is decidedwho should have the processomext.

Let PROC_. and PROC, denotethe behaviour of the processomwhen sthed-
uled for Low and High, respectively. During the executionphase,the processor
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actslike either PROCy or PROC, for a period of q, beforebeinginterrupted and
moving to the contention phase:

EXECy b PROCy 4 ; CONTENTION ;
EXEC_ b PROC, 4 ; CONTENTION :

During the contention phase, High and Low can request the processorvia
everts reg, and reg, respectively. The sdeduler will repeatedly o er one reqg
evert, but if it is not acceptedwithin time w, the o er is withdrawn and the
other req evert o ered. After an executionphase,the processolis rst o ered to
the other agen.

CONTENTIONy b reg, ! EXECy ¥ CONTENTION Ls
CONTENTION_ b reg! EXEC, " CONTENTION H -

Initially , High has priority:
SCHEDULER B CONTENTION :

It turns out that High and Low will be able to passonebit per g+ w time
units. Fix t, and let n b bquc (this will be the number of bits passablein
time t). The strategy will involve High using the processorto passa bit 1, and
not using the processorto passa bit 0. We passthe bits one at a time, least
signi cant bit rst. High's strategy to passthe value k can be modelled by the

processQ(k) jjj RUN (L) where:

Q(k) b if k mod2= 1thenreqg,! WAIT (g+ w); Q(k div2)
elseWAIT (g+ w) ; Q(k div2):

Low's strategy is to attempt reg events at times of the form w+ (q+ w)i, andis
modelled by the test WAIT w ; T (0; 0), belov. The test accunulates the result
in the parameterr ; the parameteri recordsthe number of bits received sofar.

T(;r) b (reg! WAIT (g+w);T(@ + Lr)) " (WAIT q;T(@ + 1,2 +r))
fori =0;:::;n 1,
T(n;r) b SUCCESSr):

Note that High will succeedn performingreg, at timesthat are multiples of g+ w.
Low will perform reg at times of the form w + (g + w)i if and only if High did
not perform reg, at the correspnding time (g + w)i.

This strategy achievesan information ow quartity of 2" wheren = b

and sothe long term information ow rate is ;.

t
qrw
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7 Conclusions

In this paper we have preserted a formal de nition of the quartit y of information
passedfrom a high level userto a low level userin a system, basedupon the
number of behaviours of High that can be accurately distinguished from Low's
point of view.

The correct de nition proved remarkably dicult to nd: many alternative
de nitions failed to give the correct values for example processes.The aspect
that proved hardestto get right wasthat High might be able to prevert everts
of Low occurring by preempting them with his own evens.

The model appearsto be accurate: it givesthe expectedresultsfor all the ex-
amplesconsidered.We have provedthat it agreeswith a more intuitiv e de nition
on those processeshat exhibit no ow of information.

We considernow a few possibleextensionsto this work.

It would clearly be useful to have an automated procedure for calculating
the quartity of information ow in a system. We beliewe there is somescope
for consideringall possible High processeghat can successfullyinteract with
the system(i.e. only those High processeshat attempt everts the systemmight
actually o er), and all correspnding Low tests(i.e. only thoseteststhat attempt
ewverts the systemmight actually o er), and identifying which subsetssatisfy the
ok predicate. Making this e cien t might prove challenging.

It would also be usefulto dewelop more systematic ways of calculating the
quantity of information ow in a given system: proving lower bounds can be
done simply be exhibiting a suitable strategy, but proofs of upper boundstend
to be rather ad hoc.

As explainedin the introduction, we have treated nondeterminismby con-
sidering the worst case, rather than attempting to assign probabilities to the
di erent possibilities. It would be interesting to comparethe two approades.
Howewer, to do so formally would needa semanic model that correctly treats
the interplay betweenprobabilities and nondeterminism;building sud a semartic
model has proved remarkably di cult (most existing modelsallow nondetermin-
ism in one componert of a systemto be resohed in a way that dependsupon
probabilistic behaviour in another componernt, even whenthere hasbeenno ow
of information from the latter componert to the former).

We have assumedthat Low's time quantum|the degreeof accuracy with
which Low can tell the timelw as equal to one time unit. This assumption
might not be valid, so it would be interesting to relax it. All delays in the
system are assumedto be an integer number of time units, and so we cannot
necessarilyacieve equality by a rescalingof the time unit, particularly whenthe
time quartum is greaterthan onetime unit.

In this paper we e ectiv ely ignoredrefusalsthat do not immediately precede
tocks. We believe that the semaric model that ignoressud tocks|and is thus
more abstract than the refusaltracesmodellis worthy of further study in its own
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right, becausdt capturesan intuitiv e notion of processequivalence,as shaovn by
Lemmal.
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A Pro ofs of lemmas

A.1 Pro ofs about testing

We begin by proving someresults about our testing scheme. First, we shaw that
re ning a processreducesthe set of results obtained from a given test.
Lemma 5 If Pvy Qthen8T fresultdP;T) resultdQ;T).

Pro of: SupposeP vt Q, andlet T beatest. Then

result§P;T) = fkj9n 2 N rhfitocki"-h";! :k; 1 2 R[(P KT)nL]g
L

fkj9n 2 N rhitocki"™ h:! :k: 1 2 R[(Q kT) nL]g
L

resultQ; T):

We now prove Lemma l:

P Q. fsjs2R[Plg=fsjs2 R[Q]y

Pro of of Lemma 1: For the right-to-left implication, we begin by noting:

A I G
1. If s» = sq then (sp kt) = (s Kt);
L L
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r r
2. If sp = s and sp is L-urgert then sq is L-urgert;

I I
oo zi{ zHA
3. If s = 5o thenss nL = 5o nL.

Supposefsrj s2 R[P]Jg= fsrj s 2 R[Q]Jg and pick T 2 Test. Then

r
s 2fsjs2 R[(PkT)nL]g
L

)  semairtic de nitions
980 2 R[P];t 2 R[T] S Kkt isL-urgert * sp = (S kt)nL
L L

) assumption
9s8 2 R[P];s3 2 R[Q;t 2 R[T] T

s9 ktisL-urgert » sp = (s kt)nL"s,Er,’:sé
) aboveL obsenations ]
9882R[P]|;582R|[Q]|;t2R|[T]| r i !
sSL(tisL-urrgert"Sp=(SS‘L(t)nL’\sg:rsgA r
é}lk-i = ?SHK-E N gd Kt is L-urgert » ng k}lt) nE = 758 k}lt) nE
D L L LE L L

) taking sq = (s§ kt)nL
L
r r
s 2fsgjsg 2 R[(Q iL<T)nL]I9:
and vice versa. Hence

ftrace(s) js2 R[(P kT)nL]g = ftrace(s)js2 R[(Q kT)nL]g;
L L

and henceresultdP; T) = result§Q; T) forall T, soP 1 Q.
For the corverse, we prove the cortrapositive. SupposeP 6 1 rQ' Then

without loss of generality, there is somes sud that s 2 R[P] but s 2 R[Q].
Let

;
S = hfay; Gan :i:; | am,; Ar; tock;
Gagy; hagg; it 1 agm,; Ag;tock;

Bang, Tan il hagm,: Nt

For corvenience,we de ne a syntactic operator that attempts an evert for one
time unit, giving result O if it is not accepted:

a! T ba! T.SUCCESS0)
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r
We construct a test that will succeedwith value 1 after the trace s, but will
succeedwith value 0, otherwise:

T b a; ! ap! ol Aim, ! (OX AL SUCCESSO)
1
! ap! il dom, ! (OX AL SUCCESSO)
1
B
an! an! il am, ! SUCCESS1)):::)
Thenresult§Q; T) = fOg but resultP;T) f1ig. 2

A.2 Forcing refusal traces

We now prove a technical lemmathat shows that given a processP with a par-
ticular refusaltrace s, we can construct a re nement R that will always follow s
in a suitable ervironmert; in other words, we canremove all the nondeterminism
that might causethe processto deviate from s.

Lemma 6 Let s 2 R[P]. Then we can construct a processR that testing-
re nes P, and that \forces" s; that is, R cannot refusethe ewerts in s, and
cannot perform any of the events of refusal setsin s.

Pro of: Let s be obtained from s by replacing eat refusal set X sud that
sSChXi6 sbyX X[ fajs®hia;n 2R[P]g. Let P after s° represen the
behaviour of P following trace s°

P afters® b fujs®u2 R[P]g:

Note that P after s®is a processprovided s® hfi 2 R[P].
De ne R b Rp(s) where:

Ro(hXi) & : X! QafterhX;xi . Q after hX ; tocki
Ro(hX;ai-s) b 2 : X!
if X = a then Roarernx :ai (S) €lseQ after hX; xi
! Q after hX ; tocki

Ro(hX ;tocki-s) B 7x: X I Q after hX; xi }RQaﬂerhx;tocki(s):

Then P v R (it is straightforward to prove by induction that Q v+ Rq(s9
provided s®is maximal, s° 2 R[Q]). Further, by construction, R cannot refuse
any ewerts of s, and cannot perform any of the ewerts of refusal setsin s. 2
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Note that the above lemma cannot be strengthenedto talk about re nement
in the standard refusal-testingmodel. Let P = (a! STOP 2 ¢! b'!
STOP) nfcg, and let s = hfa; fi. SupposeR satis es the conditions of the
lemma. Then with axiom R3, hfgi 2 R[R], sohfg;a; i 2 R[R] or hfagi 2 R,
giving a cortradiction in eatd case. The above construction would give R =

(a! STOP 2 b! STOP) ‘b STOP), which is not a R-re nement, but is a
T -re nement.

r r
Note further that if s°2 R[P] and s = s then s°2 R[R] unlessone of the
following holds:

1. sPincludesan ewven that is refusedin s:

Qu;u%a;A:B "u-bhA:tocki 6 s™ ut hB:ai 6 s°
trace(u) = trace(u9) * a 2 A:

2. s%includesa refusalincluding everts that could be performedin s:
9u;u%a;A;B Tu-hB;ai 6 s” u® hA;tocki 6 s°»
trace(u) = trace(u9) ~ A\ inits(P after (u- h")) 6 B:
The following lemmawill be userful later.
Lemma 7 Suppose (s°nH) = s-hfi, sIX \ L;tocki=hX;tocki] 2 R[P],
S[X \ L=X ]r— s%2 R[P], for somes® and let R wr P bede ned asin Lemma6
to \force" s[X \ L=X]-s% Then

z } {
sIhX \ L;tocki=hX ;tocki] = sThX \ L;tocki=hX ;tocki] 2 R[R]:
Pro of: Supposenot; then by the above obsenation, we have oneof the following:
1. Thereis someu;u®a;A; B with trace(u) = trace(u%, a2 A and

r
u- hA;tocki 6 S[X \ L=X]- s
u® hB;ai 6 sJhX \ L;tocki=hX;tocki]

;
Thena 2 H (becauses®nH = s- h'i anda 6 tock). But a2 A L, giving
a cortradiction.
2. Thereis someu;u®a;A;B with trace(u) = trace(u® and
r
u-hB;ai 6 S[X \ L=X]- s
u® hA;tocki 6 sqhX \ L;tocki=hX ;tocki]
A\ inits(P after (u- h'i)) 6 B:

,
But s°’nH = s-h'i sowe havea = tock, and A= A\ L =B\ L = B,
giving a cortradiction.
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A.3 Lemma 2

If s is atrace, we write Tr(s) for the \trace process"for s, i.e., the processthat
will perform just the everts of s:

Tr(hi) & STOP;
Tr(hai-s9) b a! Tr(s9;
Tr (htocki- s% & WAIT 1;Tr(s9:

We now prove Lemma?2: if Qo and Q; satisfy equation (1), and

(PkQy)nH 61 (PkQy)nH

then
9Rwr P;Q%Q%2CSP; "(RKQ)NH 67 (RKQ) nH:
H H

Pro of of Lemma 2: ConsiderP k STOP 1 (P k STOP) nH. This cannot

be equivalert to both (P k Q) nH and(P kQy)nH, sowﬂhout lossof generality
assume

P kSTOP 67 (P kQi) nH:
H

We will take QJH STOP. We considercasesas follows:
r
Casethere is somes 2 R[(P kQ;)nH] sud that s 2 R[P k STOP].
H

Then there is sometrace s sud that s°nH = s, s®is H-urgert, and
s°2 R[P k Q]. HencesIhX \ L;tocki=hX ;tocki] 2 R[P] by equation (1).

Let R 5 P and QYb Tr(trace(s)j H). Thens’2 R[P k QY] and sos 2
H
RI(P KQY) nH]. Hence(P k STOP)nH 61 (P k QY nH, asrequired.
H H H

;

Casethere is somes-h';a; i 2 R[P k STOP] sud that s-hf;a;n 2
H
r

R[(P K Q1) nH]. Take s minimal, sos- h'i 2 R[(P kQ;) nH].

Then s[X\ L=X]-hha; T 2 R[P]. Let R wr P beasin Lemmaé sud that

s[X\ L=X]- h%a; " is \forced". Then s[X\ L=X]- hfag;tock; i 2 R[R]
o)
r
s- hfag;tock; i 2 R[(R k STOP) nH]:
H

,
Now, s-hi 2 R[(P kQ;)nH], so there is some s® sucd that s°n

r
H = s-hfi, s®is H-urgert, and s° 2 R[P kQ;]. Hence sIhX \
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Lr; tocki=hX;tocki] 2 R[P] by equation (1). Then from Lemma 7 we have
sThX \ L;tocki=hX;tocki] 2 R[R].

Let Q2 b Tr(trace(sY j H); then srO 2 R[R E QY. and hences- hii 2
RIR k QY nH]. Now, s h':a; 1 2 R[(P k Q) nH], soinit s* hf,a; fi 2
R[P kHQl]I (init s° represens trace s° with the last elemer removed) so
init s> hr;a; 1 2 R[R Kk Q1] becauseR wy P. Henceinit s hfag; tock; i 2
R[R k Q4] soinit sYhX \ L;tocki=nhX ;tocki]- hfag;tock; 1 2 R[R] by equa-
tion (1). Hencesr— hfag;tock; i 2 R[(R K Q9) nH]. Hence(R k Qd)nH 6 ¢
(R L( STOP) nH, asrequired. " "

Casethere is somes- MA;tock; i 2 R[P L( STOP] such that A\ L 6 fg

r r
and s-hA;tock; i 2 R[(P kQi)nH]. Take s minimal, so s-hfi 2
RI(P kK Qi) nH].

r
Then s[X \r L;X]-hA\ L;tock; i 2 R[P]. Let R wr P beasin Lemma6

suth thatrs[X \ L=X]-bPA\ L;tock; " is \forced". Then foralla2 A\ L,
we have s[X \ L=X]-h"a; 1 ZR[R], so

.
8a2 A\ L r's-ht:a; i 2R[(R k STOP) nH]:
H

Now, s hfi 2 R[(P K Q;) nH], sothereis somes®suc that s°nH = s h'i,
s%is H-urgert, and s° 2 R[P k Q;]. HencesJhX \ L;tocki=hX ;tocki] 2
R[P] from equatrion(l). Hencefrom Lerpma? er[hX \ L;tocki=hX;tocki] 2
R[R]. Then s® 2 R[RkQi], so s-hfi 2 R[(RKQ;)nH]. But
sr— MA;tock; T 2 R[(R kQ;)nH] (becauseR wy P). Hence, there is
somea 2 A\ L sud that Sr— hfa; M 2 R[(RkQ,;)nH]. Then there
is some s such that s%is H-urgert, and s 2 R[RkQ;]. Hence

s%PhX \ L;tocki=hX ;tocki] 2 R[R] b¥ equation(l). Let Q2% Tr (trace(s%j
H), sos®2 R[RKQJ, and sos-h%a;i 2 R[(RKkQ)nH]. But
H H

r
s-h%a; i 2R[(RKSTOP)nH], so(RKkQ)nH 61 (R k STOP)nH,
H H H
asrequired.
2
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A4 Lemma 3

We now prove Lemma 3, that if two high level processesan make the system
look di erent from Low's point of view, then we can nd sometesting strategy
to give an information ow quartity of 2:

If (P K Q)nH 61 (P kK Qi) nH then there exist R wr P,
H H
QJ; QY2 CSP satisfying equation (1), and T 2 Test sud that

resultR; Q% T)=f0g and resultdR; QX T) = fig:
Pro of of Lemma 3: Following Lemmal, suppose

s2R[(P kQ)nH] and s2R[P kQy)nH]J;
H H

andlet T beasin Lemmal. The results of that lemmashow

result§(P k Qy)nH;T)=f0g and result(P KQ;)nH;T) fig:
H H

Howewer, we cannot be surethat 0 is not a menber of resulty(P kK Q1) nH; T),
H

becauseof the possibility of nondeterminism.
Supposes correspndsto the trace s® of P kK Qy, and the tracessr and so

H
of P and Q respectively, sothat trace(sp) = trace(s?, and the pre-tock refusals
of s» include all the everts of L from the corresmnding refusal of s°

r
Let R wr P be|as in Lemmas6|suc h that sis \forced". Let Q2b Q(s?9
where

Q(hnli-s% b 1! Q(s*22°% L flg! RUN(L); forl 2L,
Q(h%hi-s% b h! Q(s%; forh2 H,
Q(MA:tocki-s% 5 RUN(L) . Q(s%:
Q(hM) b RUN(L):
Consider(R k Q) nH with the test T. By construction, the combination of Q?
and T forceR to perform the trace s®
In stateswherean evert from H is due next, QY forcesit to happen;

In states where an evert from L is due next, Q? preverts ewerts from H
from happening, and T selectsthe appropriate evert from L (L is hidden,
sothis evert must happen{silertly{rather than a tock);

In stateswherea tock following refusal X is due next, R preverts all everts
in X \ L, Q? preverts all ewverts from H so R k QP refusesX [ H, so

(R K QD nH refusesX, sothe test selectsthe tock.
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Further, R cannotrefuseany of theseewens. Hence
resultgR; Q% T) = fig:

Note that Q? satis es equation(1): after H-urgert traces,QY must be refusingH ,
and in sud statesit o ers all of L.
Finally, let Q% Qo jjj RUN(L). Note that Qg satis es equation (1). Then

(RKkQ)nH = (RkQy)nH wr (P KQp)nH;
H H

and so

resultgR; Q; T) = result{(RKkQJ) nH;T) resultgP k Qo) nH;T) = f0g
H

by Lemmab5. But, by construction, T always givesat least oneresult, so

result§R; Q§; T) = f0g:
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