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Abstract

We extend de�nitions of information 
o w so as to quantify the amount
of information passed;in other words, we give a formal de�nition of the
capacity of covert channels. Our de�nition usesthe processalgebra CSP,
and is basedupon counting the number of di�eren t behaviours of a high
level user that can be distinguished by a low level user.

1 In tro duction

Previouswork has sought to capture the notion of information 
ow (sometimes
called non-interferenceor independence)in a multi-level security system: that
is the question of whether a high level user, High, can pass information to a
low level user, Low, via a covert channel. A common approach has been to
produce a de�nition of information 
o w in a processalgebraic setting; see,for
example [1, 14, 4, 12, 7, 5]. Most de�nitions are basedaround asking whether
Low can distinguish betweentwo di�eren t behaviours of High, so that High can
usethe systemto passat least onebit of information to Low.

However, in many circumstances,some
o w of information will be inevitable
and acceptable,providing it is not too high. For example,the OrangeBook [17]
includesrequirements for the estimation of the capacity of covert channels,and
recommendationsfor acceptablevalues.

In this paper we extend the previouswork on de�ning information 
o w, and
producea de�nition, usingthe processalgebraCSP, of the quantity of information

o w. Wewill de�ne the information 
ow quantity to be the number of behaviours
of High that are distinguishable from Low's point of view. If there are N such
distinguishablebehaviours, then High can usethe systemto encode an arbitrary
number in the range0; : : : ; N � 1 to sendit to Low; in other words, log2 N bits
of information are passed.(A featureof this de�nition, that the readershouldbe
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aware of, is that an absenceof information 
o w is represented by an information

o w quantit y of 1, rather than 0.)

An important considerationin modelsof information 
o w is the treatment of
nondeterminism. Nondeterminismoccurs in models of systemsfor a number of
reasons,for example: the \noise" causedby other usersof the system; inherent
nondeterminismin the system;and aspects of the systemthat are resolved at a
lower level of abstraction than that at which the model is built.

Previousformal approachesto the quantit y of information 
o w have modelled
this nondeterminism probabilistically. The capacity of covert channels is then
de�ned makinguseof Shannon'stheory of information 
o w [16]. See,for example,
[9, 18, 8]. Clearly, probabilistic models are useful only when one can accurately
assignprobabilities to the nondeterminismof the system. This is rarely the case:
one simply knows that the system will behave in one of several ways, without
knowing anything about the relative probabilities. We believe it is better to
considerall possibleways in which the nondeterminismcan be resolved, and to
considerthe worst case(i.e. the maximum information 
o w): thus we obtain an
upper-bound on the channel capacity; if, in fact, the nondeterminismis resolved
di�eren tly, then we will have over-estimatedthe capacity, which is the safeway
in which to err.

An additional form of nondeterminismis underspeci�cation in designs.For-
mal analysis is normally applied to designsrather than to implementations: by
the time onehasproducedan implementation, there is too much detail to make
formal analysispractical. Further, it is well known that the earlier an error is
discovered, the easierand cheaper it is to �x; therefore it makesmost senseto
perform an analysisas early in the development as possible.Nondeterminismin
designsrepresents underspeci�cation: the intention is that later stagesof the de-
velopment resolve the nondeterminism. However, a designcanonly be considered
correct if all ways of resolvingthe nondeterminismlead to a correct implementa-
tion; thus, whenconsideringinformation 
o w quantit y, we againwant to consider
the maximum 
o w for all ways in which the nondeterminismcan be resolved.

Information can be passedfrom High to Low basedupon the time at which
events becomeavailable; it is therefore necessaryto include a notion of time in
order to obtain realistic models. It is reasonableto assumethat there is a limit
on how accurately agents can tell the time: that is, they e�ectiv ely have a time
quantum. In order to model this, it turns out to be convenient to work in a
discrete-timemodel, taking the time quantum to be one time unit. In principle,
one could work in a continuous-time model, such as Timed CSP [15] (this was
the approach taken in an earlier version of this paper). However, this tends to
lead to lesstractable models than discrete-timemodels.

One advantage of working in a timed model is that we can de�ne the quan-
tit y of information 
o w within some�nite time period, and hencethe rate of
information 
o w.

In the following section, we give a brief introduction to the syntax and se-

2



mantics of discrete-timeCSP. In Section3, we considersomeexampleprocesses,
and for each give the information 
o w quantit y, thus helping to describe our
intuitions. In Section 4, we formalise the notion and give our main de�nition;
we illustrate it with someexamples.The de�nition is slightly non-intuitiv e, and
proved surprisingly di�cult to get right: a number of simpler de�nitions fail to
give the right answer for example processes.In Section 5 we show that those
processesfor which our de�nition givesan information 
o w quantit y of 1|i.e. no
information 
o w|are preciselythoseprocessesthat satisfy a more intuitiv e de�-
nition of lack of information 
o w, similar to that in [4, 3]. In Section6 weconsider
the amount of information passedwithin a boundedamount of time, thus leading
to a de�nition of the capacity of covert channelsin bits per time unit. Finally,
we sum up and give pointers to future work in Section7.

2 A brief overview of discrete-time CSP

In this section we give a brief overview of discrete-time CSP. More details can
be obtained from [13, 15, 10].

2.1 Un timed syntax

An event represents an atomic communication; this might either be betweentwo
processesor between a processand the environment. Channels carry sets of
events; for example,c:5 is an event of channelc. fjcjg represents the set of events
of channel c. The distinguished event tock represents the passageof one unit
of time. All processesin a system will participate in this event, and none can
prevent it from happening, i.e. no processcan stop time. � represents the set of
all standard (i.e. non-tock) events, and � tock b= � [ f tockg.

The processSTOP can perform no standard events, but simply allows time
to progress. The processa ! P can perform the event a, and then act like P;
the processallows time to progress,and such progressdoesnot remove the avail-
abilit y of a. The process?a : A ! Pa o�ers the set of events A; if a particular
event a is performed,the processthen acts like Pa ; again, the processallows time
to progress,and such progressdoesnot remove the availabilit y of the events of A.
The processWAIT t ; P does nothing for the �rst t time units, and then acts
like P.

The processP 2 Q represents an external choice between P and Q; the
initial events of both processesare o�ered to the environment; when an event is
performed,that resolvesthe choice. The processallows time to progress,but tock
events do not resolvethe choice. P u Q represents an internal or nondeterministic
choicebetweenP and Q; the processcan act like either P or Q, with the choice
being madeaccordingto somecriteria that we do not model.

The processP
t
. Q initially acts like P; however, if no standard events of P
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occur within the �rst t time units then a timeout occurs and the processacts
like Q. By contrast, the processP 4 t Q initially acts like P, but control is
transferred to Q after t time units, regardlessof the progressmadeby P.

P n A acts like P, except all events from the set A are hidden, i.e. made
internal. Such internal events are urgent in the sensethat they will occur assoon
as they becomeavailable, i.e., beforeany tock events.

The processRUN (A) can perform any events from A, and never refuseany
such events. The processCHAOS(A) is the most nondeterministic,nondivergent
processwith alphabet A; it can perform any sequenceof events from A, and
refuseany events.

P k
A

Q represents the parallel composition of P andQ, synchronisingon events

from A; the processesalso synchroniseon the event tock. P jjj Q represents an
interleaving of the processesP and Q; i.e. parallel composition synchronising
only on the event tock.

2.2 Semantics

A refusal is either a set X of events, representing that the processis in a stable
state|i.e. no internal activit y is possible|and that noneof the events of X are
available, or the null refusal r, representing the absenceof refusal information,
possibly becausethe processdid not enter a stable state. A refusal trace1 is an
alternating sequenceof refusalsand events, starting and �nishing with a refusal,
for examplehfbg; a; r; tock; f a; bgi , representing that the processcan alternately
exhibit the given refusal information and perform the given events.

The discrete-time refusal traces model of CSP represents a processP by the
set of its refusal traces, denoted R[[P]]. Compositional denotational semantic
equations,giving the refusal traces of a compound processin terms of those of
its components, can be found in [10].

3 Though t exp erimen ts

To help motivate the problem further, we considersomeexampleprocesses,and
in each casequantify the information passed,thus explaining our intuitions.

Throughout this paper we will let H be the set of events for High, which will
have nameslike h, and we will let L be the set of events for Low, which will have
nameslike l . We assumethat � is partitioned by H and L. We alsoassumethat
High and Low can both observe tock events.

1Refusal traces are normally known as refusal tests; however, we use the term \test" for
a somewhat di�eren t view of processes,and so we adopt the term \refusal trace" to avoid
confusion.
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Example 1 Considerthe process

P1 b= h ! l ! STOP
1
. STOP:

We assumethat Low is not able to detect the precisetime at which events occur.
Otherwise, processeslike the above would give an unbounded amount of infor-
mation 
o w: High could passan arbitrary real number t in the range [0; 1) by
performing his event at time t ; Low could observe the time at which the l event
becomesavailable, and so deducethe value High is trying to send; this seems
counter-intuitiv e.

Instead, we assumea �nite speedfor Low: we assumea time quantum, such
that Low cannot vary his behaviour more rapidly than onceper time quantum.
For notational ease,we take the time quantum equalto onetime unit. Thus Low
can only tell the time by observingtock events performed, and cannot tell the
di�erence betweentwo times within the sametime unit. Further, he canonly tell
that an event is not available by seeingthat event refusedup to a tock.

Hencethe aboveprocesshasan information 
o w quantit y of 2: if High chooses
to perform an h within the �rst time unit then Low will be able to perform an l ;
if High choosesnot to perform an h within the �rst time unit, then Low will see
the event refusedup to the �rst tock. Thus High can useP1 to passone bit of
information to Low.

Example 2 Consider

P2 b= h ! l ! STOP
N
. STOP:

This processhasan information 
o w capacity of N + 1. High canpassan arbitrary
value k in the range 0; : : : ; N � 1 by performing his event after k time units;
Low will then be able to perform his event after observingk tocks. High can
passan additional value by not performing his event; Low will observe that he is
unable to perform his event throughout the �rst N time units.

Note the di�erence betweenthis exampleand the previous: in the previous
example,Low could only tell whetheror not High had performedan event; in this
example,there is additional information from timing considerations.In the rest
of this section we restrict ourselves to information 
o w of the former kind, by
allowing events to occur only within the �rst time unit, by including an explicit
timeout at time 1.

Example 3 Consider:

P3 b=
�

h1 ! (l 1 ! STOP u l2 ! STOP)
2 h2 ! (l 1 ! STOP u l2 ! STOP)

�
1
. STOP:

This processcertainly has an information 
o w of at least 2, for Low can tell
whether or not High has performed someevent. The question is whether Low
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can distinguish the two behaviours of the systemfollowing h1 and h2 events. If
the two nondeterministic choiceswere implemented identically, then clearly the
answer is no (and the information 
o w quantit y would be2). However, the normal
intuition in CSP is that a nondeterministic choicerepresents under-speci�cation:
this can be resolved by the implementer deciding how to implement the under-
speci�cation, or it canbe resolvedby somemechanismat run time. For example,
if the �rst nondeterministic choice were implemented to always select its �rst
argument, and the secondnondeterministic choice were implemented to always
selectits secondargument, then Low would indeedbe able to distinguish the two
behaviours, and so the information 
o w quantit y would be 3.

We indeed take the information 
o w quantit y of this processto be 3, being
the higher of the above possiblevalues; in other words, we consider the worst
casescenario.

Example 4 Let

P4 b=

0

@
h1 ! l1 ! STOP
2 h2 ! l 2 ! STOP
2 h3 ! (l 1 ! STOP u l2 ! STOP)

1

A 1
. STOP:

This has an information 
o w quantit y of 3, as does the process(h1 ! l 1 !

STOP 2 h2 ! l 2 ! STOP)
1
. STOP. The h3 branch doesnot add any infor-

mation 
o w: if Low can perform an l1 then he can deducethat High performed
either h1 or h3, but hecannot tell which; similarly, if Low canperform an l2 then
he can deducethat High performedeither h2 or h3, but he cannot tell which.

We are assumingthat Low cannot make copiesof the systemsoasto perform
repeatedexperiments: if he could, he might be able to make a copy of the system
following an h3, and then in repeatedexperiments observe both l1 and l2 events
(corresponding to di�eren t resolutionsof the nondeterministic choice)and hence
deducethat h3 had indeedbeenperformed.

Example 5 Let

P5 b= (l ! STOP 2 h ! STOP)
1
. STOP:

If High performs his event (before the �rst tock) then Low will seehis l event
refused;however, if High doesnot try to perform his event, then Low will be able
to perform his event. However, if Low is able to perform an l , then he cannot
tell whether or not High wasattempting to perform h: High's h might have been
preemptedby Low's l . High and Low might be able to usethis processto pass
onebit of information, but we cannot be sure that they can do so reliably.

The normal CSP intuition is that if both High and Low attempt their events
at the sametime, then it will be nondeterministic which succeeds.However, we
again considerthe worst casescenario,and take the information 
o w quantit y
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to be 2, for clearly there is the possibility of some
o w of information. It might
be that the processscheduler givespriorit y to High; or maybe High can always
get his event in beforeLow's (but both attempt their event within the �rst time
unit).

4 De�ning information 
o w quan tit y

In this sectionwe formaliseinformation 
o w quantit y, by consideringthe way in
which High andLow interact with the systemin order for High to passinformation
to Low. We assumethat the behaviour of the system is modelled by a CSP
processP. High will act in di�eren t ways depending upon the value he is trying
to send;Low will interact with the systemto try to deducethe value being sent.
In Section4.1 we considerthe way in which Low will interact with the system;
this inducesan equivalenceover systems|corresponding to indistinguishability
by Low|for which we derive an alternative characterisation. In Section4.2 we
considerHigh's behaviour; it turns out that we have to give High somelimited
control over events not in H . We bring the threads together in Section 4.3 to
de�ne the information 
o w quantit y of a system, and give some examplesin
Section4.4.

4.1 Low's strategy and testing equiv alence

Low will interact with the systemby repeatedlyo�ering a setof events and either
seeingoneof them accepted,or seeingthem all refused;Low will associate results
with particular sequencesof event acceptancesand refusals. We will call Low's
strategy for interacting with a processa test. The preciseform of the tests will
re
ect the assumptionswe make about Low, discussedinformally above.

Traditional approachesto testing (e.g. [2, 11, 15]) make useof a test process
SUCCESS, which can perform a distinguished event ! , representing the suc-
cessfulcompletion of a test. We extend this to use test processesof the form
SUCCESS(k), for k 2 N, that can perform events of the form ! :k (we take
! :k =2 �), representing successfulcompletion of the test with result k:

SUCCESS(k) b= ! :k ! STOP:

We represent Low's behaviour by a processT with alphabet L [ f tockg[ fj! jg;
we de�ne Test to be the set of all such processes.The processwill interact with
the system S, and then give results, via ! events; we will therefore consider
compositions of the form (S k

L
T ) n L, and consider the results that such a

composition can produce:

results(S; T ) b= f k j 9 n 2 N r hr; tocki n _ hr; ! :k; ri 2 R [[(S k
L

T ) n L]]g:

Note that the results is a set, becauseof the possibility of nondeterminism.
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On testing equiv alence

This de�nition of results invokes a natural equivalenceover systems,which we
call testing equivalence, namely that two systemsare equivalent if all tests give
the sameset of possibleresults; it also invokesa natural re�nement pre-order:

S � T S0 b= 8 T r results(S; T ) = results(S0; T );

S v T S0 b= 8 T r results(S; T ) � results(S0; T ):

(Note, though, that in generalwe are interestedin whether Low can distinguish
more than two systems.) In this section we consider the testing equivalence
further.

Note, �rstly , that the equivalence is the same as may-equivalence [2, 15],
wheretests simply succeedor fail (rather than giving a numeric result), and two
processesare may-equivalent if whenever a test can succeedwith one process,it
can alsosucceedwith the other.

The testing equivalenceis slightly weaker than semantic equality: it ignores
refusals that do not immediately precedetocks. Let

r
s be obtained from s by

replacingall refusalsthat do not immediately precedea tock with r:

r
z }| {
hX ; ai _ s = hr; ai _ r

s; a 6= tock
r

z }| {
hX ; tocki _ s = hX ; tocki _ r

s;
r

z}|{
hX i = hri :

Note that s 2 R[[P]] )
r

s 2 R[[P]]. The following lemma shows that testing
equivalencecan distinguish processesonly on the basisof refusal tests

r
s:

Lemma 1 P � T Q , f
r

s j s 2 R[[P]]g = f
r

s j s 2 R[[Q]]g.
The proof from right to left showsthat if the right hand sideholds, then for all T ,
(P k

L
T ) n L and (Q k

L
T ) nL can perform the sameevents, soP � T Q; the proof

from left to right constructs a test T that will distinguish P and Q when the
right hand sidedoesnot hold. The full proof is in Appendix A.

The lemma shows that testing equivalence�ts with our intuition that Low
cannot tell the time with total accuracy, and so can detect that an event is not
available only by seeingit refusedwhen a tock is performed.

To illustrate the di�erence betweensemantic equality and testing equivalence,

consider the processesP b= (a ! STOP u STOP)
1
. STOP and Q b= (a !

STOP 2 c ! STOP) n f cg. These are not semantically equivalent, because
hfbg; a; ri 2 R [[P]] � R [[Q]]; i.e. P can refusea b and then perform an a, but
Q cannot, becauseQ performs a in an unstable state. However, the processes
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are testing equivalent: a test can only detect a b being refusedif it is refused
throughout a time unit, up to a tock being performed;after such a tock, the a is
withdrawn by both processes.

In untimed models, may-equivalenceis the sameas tracesequivalence[2]; in
real-time models, it is the sameas�nite failures equivalence[15]; it is interesting
that in the discrete-timemodel, the equivalencelies betweenthesetwo.

4.2 High's strategy

It would seemnatural to model High's behaviour by a CSP processQ with
alphabet H [ f tockg; we write CSPH for the set of such processes.In that case
Low's view of the systemwould be given by (P k

H
Q) n H : However, it turns out

that this won't allow us to model the assumptionsabout High from Section 3,
especially that in Example 5. In particular, we needto assumethat High is able
to arrangefor his events to occur either beforeor after events of Low.

Instead, we take the processQ to represent not only High's behaviour, but
also the behaviour of the scheduler that resolveswhich event should occur when
morethan oneis available. WethereforeincludeLow's events within the alphabet
of the processQ. Low's view of the systemwill then be given by the process

(P k
�

Q) n H :

For example,recall the process:

P5 b= (l ! STOP 2 h ! STOP)
1
. STOP

from Example 5. High could passone value by performing his event h; this is
modelled by the processQ b= h ! STOP; the combination ensuresthat Low's
event l doesnot preempt the h. Alternativ ely, High can passa di�eren t value by
not performing his event; this is modelledby the processQ b= l ! STOP, which
allows Low to perform his event.

However, we do not want to allow all such processesQ; in a state of P where
only tocks and events of Low are available, High should not be able to block any
Low events: High can only prevent events of Low from occurring by preempting
them with one of his own events. For example, if P = l ! STOP, then the
Q processSTOP should not be allowed, but l ! STOP or RUN (L) would be
allowed. In order to capture this requirement, we needtwo piecesof notation:

� Wesay that a trace s is H -urgent if for every refusalsetX that immediately
precedesa tock, we have H � X ; this will be the casefor all tracesof the
processP k

�
Q in the context (P k

�
Q) n H .

� We write s[hX \ L; tocki =hX ; tocki ] for the trace that is obtained from s by
replacingevery refusalset X that immediately precedesa tock with X \ L.
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We therefore restrict ourselvesto processesQ satisfying the following condition
for the given P:

8 s 2 R[[P k
�

Q]] r s is H -urgent ) s[hX \ L; tocki =hX ; tocki ] 2 R[[P]]:

This says that if no H events areblocked by the environment (i.e., s is H -urgent)
then if any events from L are refused,it is becauseP is refusingthoseevents.

This condition prevents exampleslike the following:

P b= h1 ! (l 1 ! STOP 2 l2 ! STOP)
2 h2 ! (l 1 ! STOP 2 l2 ! STOP);

Q b= h1 ! l 1 ! STOP:

This shouldn't beallowed: High shouldn't beableto determinewhich of l 1 and l2
becomesavailable for Low after h1. This is forbidden by the above condition:
P k

�
Q has H -urgent refusal trace hr; h1; f l 2g [ H ; tock; ri , but P doesnot have

trace hr; h1; f l 2g; tock; ri .
In fact, as explainedearlier, we have to considerall ways in which nondeter-

minism in P might be resolved, by consideringall re�nements of P|that is, all
the ways in which P might act|and so we require that all re�nements R of P
satisfy the above equation:

8 R wT P r 8 s 2 R[[R k
�

Q]] r

s is H -urgent ) s[hX \ L; tocki =hX ; tocki ] 2 R[[R]]:
(1)

The condition is satis�ed by the processRUN (L), and so we will make frequent
useof this processwhen de�ning strategiesfor High.

The following lemmashows that under the above condition, consideringcom-
positions of the form (P k

�
Q) n H doesnot make more pairs of processesdistin-

guishablefrom Low's point of view than by consideringcompositionsof the form
(R k

H
Q0) n H for Q0 2 CSPH and R wT P.

Lemma 2 If Q0 and Q1 satisfy equation (1), and (P k
�

Q0) nH 6�T (P k
�

Q1) nH

then there exist R wT P and Q0
0; Q0

1 2 CSPH such that

(R k
H

Q0
0) n H 6�T (R k

H
Q0

1) n H :

(Weconjecturethat the lemmacanbestrengthensothat the result talks about P
rather than a re�nement R of P.) This lemma is proved in Appendix A.

4.3 De�ning information 
o w quan tit y

We presumethat High and Low have devisedsomestrategy for passingvalues
in the range f 0; : : : ; N � 1g. What form must that strategy take? We suppose
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that for each valuek that High wants to pass,he will act like someprocessQ(k),
as above; we will therefore model High's behaviour as a function of the form2

Q : N ! CSP whereevery Q(k) satis�es equation (1).
Given someparticular High strategy Q, Low's possibleviews of the system

will be given by f (P k
�

Q(k)) n H j k 2 domQg: However, there might be no

strategy for Low that distinguishesall of these. We therefore ask whether a
particular test T for Low distinguishestheseprocesses:we considerthe results
obtainedby the testing processT wheninteracting with the aboveprocesses,and
ask whether the results obtained are thosethat High is trying to send.

Recall that we write results(S; T ) for the results obtained by test T when
interacting with systemS. When we are talking about a systemcomposedof the
given processand a high level process,we will overload the results function to
take thosetwo processesas separatearguments:

results(P; Q; T ) b= results((P k
�

Q) n H ; T ):

For example,recall

P1 b= h ! l ! STOP
1
. STOP;

and considerthe strategy de�ned by:

Q(0) b= RUN (L); Q(1) b= h ! RUN (L);

T b= l ! SUCCESS(1)
1
. SUCCESS(0):

Then (P1 k
�

Q(0)) n H = STOP so we have results(P1; Q(0); T ) = f 0g; and

(P1 k
�

Q(1)) n H = l ! STOP so we have results(P1; Q(1); T ) = f 1g.

We should only considerstrategiesof High and Low that are compatible, in
the sensethat if High wants to senda value k, then Low obtains the result k.
We will write ok(P; Q; T ) to capture this condition:

ok(P; Q; T ) b= 8 k 2 domQ r results(P; Q(k); T ) = f kg and Q(k) satis�es (1):

For example,the processP1 satis�es this condition with the above strategy.
Given someprocessP and somestrategy represented by Q 2 N ! CSP and

T 2 Test such that ok(P; Q; T ), the associated information 
o w is the number
of di�eren t valuesthat can be sent, i.e., # domQ. However, asdiscussedin Sec-
tion 3, particularly Example3, we want to considernot just P, but alsoall re�ne-
ments R of P; the information 
o w quantit y is then the maximum 
o w achievable
over all such R, and over all corresponding Q and T (such that ok(R; Q; T )):

IFQ(P) b= maxf # domQ j Q 2 N ! CSP ^ T 2 Test ^ R 2 CSP
^ P v T R ^ ok(R; Q; T )g:

2The notation A ! B represents partial functions from A to B .
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If the set in the abovede�nition is unbounded,then wewill de�ne the information

o w quantit y to be in�nite.

For example, this de�nition gives an information 
o w quantit y of 2 for the
processP1, as illustrated by the above Q and T ; clearly, High cannot passmore
information than this, becausethere areonly two ways in which High caninteract
with the system.

4.4 Examples

Recall the process

P5 b= (l ! STOP 2 h ! STOP)
1
. STOP:

The appropriate strategy for High and Low to adopt is the following:

Q(0) b= RUN (L); Q(1) b= h ! RUN (L);

T b= l ! SUCCESS(0)
1
. SUCCESS(1):

Note that Q(1) prevents an initial l from occurring by preempting it with h.
With this strategy we have

results(P5; Q(0); T ) = f 0g; results(P5; Q(1); T ) = f 1g:

Note also that the Q(k) processessatisfy equation (1): in particular, P5 k
�

Q(1)

cannot refuseH until after either (1) the h hasoccurred, after which Q(1) does
not block events of L, or (2) the timeout hasoccurred,after which P5 refusesall
of L. Hencethis processhasan information 
o w quantit y of 2.

As another example,consider
0

B
B
@

h1 ! (l ! l 1 ! STOP 2 l 0 ! l 1 ! STOP)
2 h2 ! (l ! l 2 ! STOP 2 l 0 ! l 1 ! STOP)
2 h3 ! (l ! l 1 ! STOP 2 l 0 ! l 2 ! STOP)
2 h4 ! (l ! l 2 ! STOP 2 l 0 ! l 2 ! STOP):

1

C
C
A

1
. STOP

An information 
o w quantit y of 3 can be obtained using the strategy

Q(0) b= RUN (L); Q(1) b= h1 ! RUN (L); Q(2) b= h2 ! RUN (L);

T b= l ! (l 1 ! SUCCESS(1) 2 l2 ! SUCCESS(2))
1
. SUCCESS(0):

However, no higher information 
o w quantit y can be obtained, for exampleby
exploiting the l 0 branches: Low has to commit himself to either exploring the
l branches,or exploring the l 0 branches,or maybe nondeterministically searching
either, for examplewith a test like:

�
l ! (l 1 ! SUCCESS(1) 2 l2 ! SUCCESS(2))
2 l 0 ! (l 2 ! SUCCESS(2) 2 l1 ! SUCCESS(1))

�
1
. SUCCESS(0):
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(which would distinguish the High behaviours RUN (L), h1 ! RUN (L) and
h4 ! RUN (L)); but in no casecan Low exploreall of the resulting processtree.

This examplealso shows why we have adopted a testing-style de�nition, as
opposedto a de�nition such as # fR [[(P k

�
Q) n H ]] j Q 2 CSPg (maybe with

someadditional restrictions on Q), that is, the number of di�eren t ways that
the processmight look from Low's point of view. Such a de�nition would have
given an information 
o w quantit y of 5 for the above process,asRUN (L), h1 !
RUN (L), h2 ! RUN (L), h3 ! RUN (L) and h4 ! RUN (L) would all cause
the systemto look di�eren t from Low's point of view.

Wenow consideran examplethat showswhy weinsist|via the ok predicate|
that the results causedby a particular Q(k) are preciselyf kg: it is not enough
for di�eren t Q(k) processesto simply lead to di�eren t setsof results. Consider

P b=

0

@
h1 ! l1 ! STOP
2 h2 ! l 2 ! STOP
2 h3 ! (l 1 ! STOP 2 l2 ! STOP)

1

A 1
. STOP

T b= (l1 ! SUCCESS(1) 2 l2 ! SUCCESS(2))
1
. SUCCESS(0)

These give di�eren t sets of results for the four high level processesQ(0) b=
RUN (L), Q(1) b= h1 ! RUN (L), Q(2) b= h2 ! RUN (L) and Q(3) b= h3 !
RUN (L); however the results from Q(3)|namely 1 and 2|are both results that
could be obtained from other high level behaviours| Q(1) and Q(2)|and sothis
doesnot contribute any additional information 
o w.

Finally, we consideran examplethat givesan in�nite information 
o w quan-

tit y. Let P b= h ! l ! WAIT 1 ; P
1
. STOP. High can passan arbitrary value k

by performing k h events:

Q(0) b= RUN (L); Q(k + 1) b= h ! l ! WAIT 1 ; Q(k);

T (k) b= l ! WAIT 1 ; T (k + 1)
1
. SUCCESS(k):

Then this strategy, using the test T (0), will pass an arbitrary value, so the
information 
o w quantit y of this processis in�nite.

5 No information 
o w

In this sectionwe give a number of results about our model and de�nition. Our
main goal is to understandunder what circumstancesour de�nition givesa pro-
cessan information 
o w quantit y of 1|i.e., no information 
o w.

In [4, 3, 5], Focardi, Gorrieri and Martinelli de�ne several security properties,
jointly termed Non Deducibility on Composition (NDC) , which can be written in
CSP as:

P sat NDC b= 8 Q 2 CSPH
r P k

H
STOP � (P k

H
Q) n H ;

13



wherethe nature of the equivalencedependsupon the security property in ques-
tion. We arguedearlier that testing equivalenceis appropriate in our setting, so
we de�ne Testing Non Deducibility on Composition (TNDC) by:

P sat TNDC b= 8 Q 2 CSPH
r P k

H
STOP � T (P k

H
Q) n H ;

This condition is equivalent to:

8 Q0; Q1 2 CSPH
r (P k

H
Q0) n H � T (P k

H
Q1) n H :

We proposethe following strengthening of TNDC: a processP satis�es Strong
Testing Non Deducibility on Composition (STNDC) as follows:

P sat STNDC b= 8 R wT P r R sat TDNC :

Our main result is that our de�nition gives information 
o w quantit y of 1 to
preciselythoseprocessesthat satisfy STNDC.

We prefer the condition STNDC to TNDC (and the other nondeducibility on
composition properties) becauseit overcomesthe following objection of Forster
and Roscoe [7]. Let LEAK be any insecureprocess,and considerthe two pro-
cessesLEAK u CHAOS(L) and LEAK jj j CHAOS(L). These processeshave
clearly insecurebehaviours, coming from LEAK ; however they satisfy TNDC
(and the other nondeducibility on composition properties), becausethe insecure
behaviour is masked by behaviours of CHAOS(L). Theseprocessesdo not sat-
isfy STNDC, becausethey are re�ned by LEAK .

In [6], Focardi and Rossiintroducethe notion of Persistent Non Deducibility
on Compositions, namely that all reachable states of a processsatisfy Non De-
ducibilit y on Compositions. This property appearsvery similar to Strong Non
Deducibility on Compositions; we intend to investigatethe relationship.

If two high level processescan make the system look di�eren t from Low's
point of view, then we can �nd sometesting strategy to give an information 
o w
quantit y of 2.
Lemma 3 If (P k

H
Q0) n H 6�T (P k

H
Q1) n H then there exist R wT P,

Q0
0; Q0

1 2 CSP satisfying equation (1), and T 2 Test such that

results(R; Q0
0; T ) = f 0g and results(R; Q0

1; T ) = f 1g:

The proof makesuseof the test T from Lemma 1, which distinguishesprocesses
according to whether or not they have a particular refusal trace s; the proof
constructsa suitable re�nement of P, and suitable high level processes,such that
oneof the resulting systemswill always exhibit the trace s, and the other system
will never exhibit this trace. The full proof is in the appendix.

The following theoremidenti�es the circumstancesunder which our de�nition
identi�es no information 
o w, i.e. givesan information 
o w quantit y of 1:

14



Theorem 4 A processP hasinformation 
o w quantit y 1 i� for all re�nements R,
High cannot changethe way the processappearsto Low:

IFQ(P) = 1 , 8 R wT P ; Q0; Q1 2 CSPH
r (R k

H
Q0) n H � T (R k

H
Q1) n H :

The above theorem is equivalent to

IFQ(P) = 1 , P sat STNDC:

Pro of: We prove the contrapositive. In onedirection:

: (8 R wT P ; Q0; Q1 2 CSPH
r (R k

H
Q0) n H � T (R k

H
Q1) n H )

, 9 R wT P ; Q0; Q1 2 CSPH
r (R k

H
Q0) n H 6�T (R k

H
Q1) n H

)


Lemma 3

�

9 R wT P r 9 R0 wT R ; Q0
0; Q0

1 2 CSP ; T 2 Test r

results(R0; Q0
0; T ) = f 0g ^ results(R0; Q0

1; T ) = f 1g ^ Q0
0, Q0

1 satisfy (1)
) IFQ(P) > 2:

In the other direction:

IFQ(P) > 2
) 9 R wT P ; Q0; Q1 2 CSP ; T 2 Test r

results(R; Q0; T ) = f 0g ^ results(R; Q1; T ) = f 1g ^ Q0, Q1 satisfy (1)
9 R wT P ; Q0; Q1 2 CSP r

(R k
�

Q0) n H 6�T (R k
�

Q1) n H ^ Q0, Q1 satisfy (1)

)


Lemma 2

�

9 R wT P ; 9 R0 wT R ; Q0
0; Q0

1 2 CSPH
r (R0 k

H
Q0

0) n H 6�T (R0 k
H

Q0
1) n H

) : (8 R wT P ; Q0; Q1 2 CSPH
r (R k

H
Q0) n H � T (R k

H
Q1) n H ):

2

6 Bounded time information 
o w

Many processescan be usedto passan unboundedamount of information given
su�cien t time; however, they might still have a �nite rate of information 
o w. In
this sectionwe extend the work of the previoussectionto considerthe amount of
information passedin some�nite interval, andhencede�ne the rate of information

o w.

We can de�ne the results obtainable from a system S with test T before
time t + 1 as follows:

resultst (S; T ) b= f k j 9 n 6 t r hr; tocki n _ hr; ! :k; ri 2 R [[(S k
L

T ) n L]]g:
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Note that we only considerobservations containing at most t tocks, i.e. those
observations �nishing before time t + 1. The following de�nitions are obvious
adaptations of previousones.

resultst (P; Q; T ) b= resultst ((P k
�

Q) n H ; T );

okt (P; Q; T ) b= 8 k 2 domQ r resultst (P; Q(k); T ) = f kg
and Q(k) satis�es (1);

IFQt (P) b= maxf # domQ j Q 2 N ! CSP ^ T 2 Test ^ R 2 CSP
^ R wT P ^ okt (R; Q; T )g:

We can de�ne the long term information 
ow rate (in bits per time unit) as
follows:

LTIFR (P) b= lim
t !1

log2(IFQt (P))
t

if the limit exists.

Of course,the above de�nition doesn't give the whole story. A processthat
leaked a gigabyte of information at time 0, but nothing subsequently, would have
a long term information 
o w rate of zero,but would probably not be acceptable
as a securesystem.

6.1 Examples

As a �rst example, considerP b= h ! l ! STOP. Fix N , and consider the
strategy

Q(k) = WAIT k ; h ! l ! STOP; for k = 0; : : : ; N � 1

Q(N ) = STOP;

T (k) = l ! SUCCESS(k)
1
. T (k + 1); for k = 0; : : : ; N � 1

T (N ) = SUCCESS(N ):

Then results(P; Q(k); T (0)) = f kg, for k = 0; : : : ; N , and all of the observations
contain at most N tocks. Clearly, Low cannot distinguish more behaviours than
this within N time units, becausehe will only ever be able to perform zero or
one l events. HenceIFQN (P) = N + 1; for all N , so the long term information

o w rate is zero.

As anotherexample,considera processor,sharedby High and Low, scheduled
using a round robin scheduler with time quantum q. Scheduling consistsof two
phases:an executionphase,whereoneagent hascontrol of the processor;and a
contention phase,whereit is decidedwho should have the processornext.

Let PROCL and PROCH denotethe behaviour of the processorwhen sched-
uled for Low and High, respectively. During the executionphase,the processor
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acts like either PROCH or PROCL for a period of q, beforebeing interrupted and
moving to the contention phase:

EXECH b= PROCH 4 q CONTENTION L ;

EXECL b= PROCL 4 q CONTENTION H :

During the contention phase, High and Low can request the processorvia
events reqh and reql , respectively. The scheduler will repeatedly o�er one req
event, but if it is not acceptedwithin time w, the o�er is withdrawn and the
other req event o�ered. After an executionphase,the processoris �rst o�ered to
the other agent.

CONTENTION H b= reqh ! EXECH
w
. CONTENTION L ;

CONTENTION L b= reql ! EXECL
w
. CONTENTION H :

Initially , High haspriorit y:

SCHEDULER b= CONTENTION H :

It turns out that High and Low will be able to passone bit per q + w time
units. Fix t , and let n b= b t

q+ w c (this will be the number of bits passablein
time t ). The strategy will involve High using the processorto passa bit 1, and
not using the processorto passa bit 0. We passthe bits one at a time, least
signi�cant bit �rst. High's strategy to passthe value k can be modelled by the
processQ(k) jj j RUN (L) where:

Q(k) b= if k mod 2 = 1 then reqh ! WAIT (q + w) ; Q(k div2)
elseWAIT (q + w) ; Q(k div 2):

Low's strategy is to attempt reql events at times of the form w + (q+ w)i , and is
modelled by the test WAIT w ; T (0; 0), below. The test accumulates the result
in the parameter r ; the parameter i recordsthe number of bits received so far.

T (i ; r ) b= (reql ! WAIT (q + w) ; T (i + 1; r ))
w
. (WAIT q ; T (i + 1; 2i + r ))

for i = 0; : : : ; n � 1;

T (n; r ) b= SUCCESS(r ):

Note that High will succeedin performingreqh at times that aremultiples of q+ w.
Low will perform reql at times of the form w + (q + w)i if and only if High did
not perform reqh at the corresponding time (q + w)i .

This strategy achievesan information 
o w quantit y of 2n wheren = b t
q+ w c,

and so the long term information 
o w rate is 1
q+ w .
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7 Conclusions

In this paper we have presented a formal de�nition of the quantit y of information
passedfrom a high level user to a low level user in a system, basedupon the
number of behaviours of High that can be accurately distinguished from Low's
point of view.

The correct de�nition proved remarkably di�cult to �nd: many alternative
de�nitions failed to give the correct values for example processes.The aspect
that proved hardest to get right was that High might be able to prevent events
of Low occurring by preempting them with his own events.

The model appearsto be accurate: it givesthe expectedresults for all the ex-
amplesconsidered.We haveproved that it agreeswith a moreintuitiv e de�nition
on thoseprocessesthat exhibit no 
o w of information.

We considernow a few possibleextensionsto this work.
It would clearly be useful to have an automated procedure for calculating

the quantit y of information 
o w in a system. We believe there is somescope
for considering all possible High processesthat can successfullyinteract with
the system(i.e. only thoseHigh processesthat attempt events the systemmight
actually o�er), and all corresponding Low tests (i.e. only thosetests that attempt
events the systemmight actually o�er), and identifying which subsetssatisfy the
ok predicate. Making this e�cien t might prove challenging.

It would also be useful to develop more systematic ways of calculating the
quantit y of information 
o w in a given system: proving lower bounds can be
done simply be exhibiting a suitable strategy, but proofs of upper bounds tend
to be rather ad hoc.

As explained in the introduction, we have treated nondeterminism by con-
sidering the worst case, rather than attempting to assignprobabilities to the
di�eren t possibilities. It would be interesting to comparethe two approaches.
However, to do so formally would needa semantic model that correctly treats
the interplay betweenprobabilities and nondeterminism;building such a semantic
model hasproved remarkably di�cult (most existing modelsallow nondetermin-
ism in one component of a system to be resolved in a way that depends upon
probabilistic behaviour in another component, even when there hasbeenno 
o w
of information from the latter component to the former).

We have assumedthat Low's time quantum|the degreeof accuracy with
which Low can tell the time|w as equal to one time unit. This assumption
might not be valid, so it would be interesting to relax it. All delays in the
system are assumedto be an integer number of time units, and so we cannot
necessarilyachieve equality by a rescalingof the time unit, particularly whenthe
time quantum is greater than onetime unit.

In this paper we e�ectiv ely ignored refusalsthat do not immediately precede
tocks. We believe that the semantic model that ignoressuch tocks|and is thus
moreabstract than the refusaltracesmodel|is worthy of further study in its own
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right, becauseit capturesan intuitiv e notion of processequivalence,asshown by
Lemma 1.
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A Pro ofs of lemmas

A.1 Pro ofs about testing

We begin by proving someresults about our testing scheme. First, we show that
re�ning a processreducesthe set of results obtained from a given test.
Lemma 5 If P v T Q then 8 T r results(P; T ) � results(Q; T ).

Pro of: SupposeP v T Q, and let T be a test. Then

results(P; T ) = f k j 9 n 2 N r hr; tocki n _ hr; ! :k; ri 2 R [[(P k
L

T ) n L]]g

� f k j 9 n 2 N r hr; tocki n _ hr; ! :k; ri 2 R [[(Q k
L

T ) n L]]g

= results(Q; T ):

2

We now prove Lemma 1:

P � T Q , f
r

s j s 2 R[[P]]g = f
r

s j s 2 R[[Q]]g:

Pro of of Lemma 1: For the right-to-left implication, we begin by noting:

1. If
r

sP =
r

sQ then

r
z }| {
(sP k

L
t ) =

r
z }| {
(sQ k

L
t );
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2. If
r

sP =
r

sQ and sP is L-urgent then sQ is L-urgent;

3. If
r

sP =
r

sQ then

r
z }| {
sP n L =

r
z }| {
sQ n L.

Supposef
r

s j s 2 R[[P]]g = f
r

s j s 2 R[[Q]]g and pick T 2 Test. Then

r
sP 2 f

r
s j s 2 R[[(P k

L
T ) n L]]g

)


semantic de�nitions

�

9 s0
P 2 R[[P]]; t 2 R[[T ]] r s0

P k
L

t is L-urgent ^ sP = (s0
P k

L
t ) n L

)


assumption

�

9 s0
P 2 R[[P]]; s0

Q 2 R[[Q]]; t 2 R[[T ]] r

s0
P k

L
t is L-urgent ^ sP = (s0

P k
L

t ) n L ^
r

s0
P =

r
s0

Q

)


above observations

�

9 s0
P 2 R[[P]]; s0

Q 2 R[[Q]]; t 2 R[[T ]] r

s0
P k

L
t is L-urgent ^ sP = (s0

P k
L

t ) n L ^
r

s0
P =

r
s0

Q ^
r

z }| {
s0

P k
L

t =

r
z }| {
s0

Q k
L

t ^ s0
Q k

L
t is L-urgent ^

r
z }| {
(s0

P k
L

t ) n L =

r
z }| {
(s0

Q k
L

t ) n L

)
D

taking sQ = (s0
Q k

L
t ) n L

E

r
sP 2 f

r
sQ j sQ 2 R[[(Q k

L
T ) n L]]g;

and vice versa. Hence

f trace(s) j s 2 R[[(P k
L

T ) n L]]g = f trace(s) j s 2 R[[(Q k
L

T ) n L]]g;

and henceresults(P; T ) = results(Q; T ) for all T , so P � T Q.
For the converse, we prove the contrapositive. Suppose P 6�T Q. Then

without loss of generality, there is somes such that s 2 R[[P]] but
r

s =2 R[[Q]].
Let

r
s = hr; a11; r; a12; : : : ; r; a1m1 ; A1; tock;

r; a21; r; a22; : : : ; r; a2m2 ; A2; tock;
: : :
r; an1; r; an2; : : : ; r; anmn ; ri :

For convenience,we de�ne a syntactic operator that attempts an event for one
time unit, giving result 0 if it is not accepted:

a �! T b= a ! T
1
. SUCCESS(0)
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We construct a test that will succeedwith value 1 after the trace
r

s, but will
succeedwith value 0, otherwise:

T b= a11
�! a12

�! : : : �! a1m1

�! (?x : A1 ! SUCCESS(0)
1
.
a21

�! a22
�! : : : �! a2m2

�! (?x : A2 ! SUCCESS(0)
1
.
: : :
1
.
an1

�! an2
�! : : : �! anmn

�! SUCCESS(1)) : : :)

Then results(Q; T ) = f 0g but results(P; T ) � f 1g. 2

A.2 Forcing refusal traces

We now prove a technical lemma that shows that given a processP with a par-
ticular refusal trace s, we can construct a re�nement R that will always follow s
in a suitable environment; in other words, we can remove all the nondeterminism
that might causethe processto deviate from s.
Lemma 6 Let s 2 R[[P]]. Then we can construct a processR that testing-
re�nes P, and that \forces" s; that is, R cannot refuse the events in s, and
cannot perform any of the events of refusal setsin s.

Pro of: Let �s be obtained from s by replacing each refusal set X such that
s0_ hX i 6 s by �X b= X [ � f a j s0_ hr; a; ri =2 R[[P]]g. Let P after s0 represent the
behaviour of P following trace s0:

P after s0 b= f u j s0_ u 2 R[[P]]g:

Note that P after s0 is a processprovided s0_ hri 2 R [[P]].
De�ne R b= RP (�s) where:

RQ (hX i ) b= ?x : � � X ! Q after hX ; xi
1
. Q after hX ; tocki

RQ (hX ; ai _ s) b= ?x : � � X !
if x = a then RQafter hX ;ai (s) elseQ after hX ; xi

1
. Q after hX ; tocki

RQ (hX ; tocki _ s) b= ?x : � � X ! Q after hX ; xi
1
. RQafter hX ;tocki (s):

Then P v T R (it is straightforward to prove by induction that Q v T RQ (s0)
provided s0 is maximal, s0 2 R[[Q]]). Further, by construction, R cannot refuse
any events of s, and cannot perform any of the events of refusalsetsin s. 2
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Note that the above lemma cannot be strengthenedto talk about re�nement
in the standard refusal-testing model. Let P = (a ! STOP 2 c ! b !
STOP) n f cg, and let s = hr; a; ri . Suppose R satis�es the conditions of the
lemma. Then with axiom R3, hfgi 2 R[[R]], so hfg; a; ri 2 R [[R]] or hfagi 2 R,
giving a contradiction in each case. The above construction would give R =

(a ! STOP 2 b ! STOP)
1
. b ! STOP), which is not a R-re�nement, but is a

T -re�nement.

Note further that if s0 2 R[[P]] and s =
r

s then
r

s0 2 R[[R]] unlessone of the
following holds:

1. s0 includesan event that is refusedin s:

9 u; u0; a; A; B r u_ hA; tocki 6 s ^ u0_ hB; ai 6 s0 ^
trace(u) = trace(u0) ^ a 2 A:

2. s0 includesa refusal including events that could be performedin s:

9 u; u0; a; A; B r u_ hB; ai 6 s ^ u0_ hA; tocki 6 s0 ^
trace(u) = trace(u0) ^ A \ inits(P after (u_ hri )) 6� B :

The following lemma will be useful later.

Lemma 7 Suppose (s0 n H ) =
r

s_ hri , s0[hX \ L; tocki =hX ; tocki ] 2 R[[P]],
r

s[X \ L=X ]_ s002 R[[P]], for somes00, and let R wT P be de�ned as in Lemma 6
to \force"

r
s[X \ L=X ]_ s00. Then

r
z }| {
s0[hX \ L; tocki =hX ; tocki ] =

r
s0[hX \ L; tocki =hX ; tocki ] 2 R[[R]]:

Pro of: Supposenot; then by the aboveobservation, wehaveoneof the following:

1. There is someu; u0; a; A; B with trace(u) = trace(u0), a 2 A and

u_ hA; tocki 6
r

s[X \ L=X ]_ s00^
u0_ hB; ai 6 s0[hX \ L; tocki =hX ; tocki ]

Then a 2 H (becauses0nH =
r

s_ hri and a 6= tock). But a 2 A � L, giving
a contradiction.

2. There is someu; u0; a; A; B with trace(u) = trace(u0) and

u_ hB; ai 6
r

s[X \ L=X ]_ s00^
u0_ hA; tocki 6 s0[hX \ L; tocki =hX ; tocki ] ^
A \ inits(P after (u_ hri )) 6� B :

But s0 n H =
r

s_ hri so we have a = tock, and A = A \ L = B \ L = B,
giving a contradiction.

2
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A.3 Lemma 2

If s is a trace, we write Tr (s) for the \trace process"for s, i.e., the processthat
will perform just the events of s:

Tr (hi) b= STOP;

Tr (hai _ s0) b= a ! Tr (s0);

Tr (htocki _ s0) b= WAIT 1 ; Tr (s0):

We now prove Lemma 2: if Q0 and Q1 satisfy equation (1), and

(P k
�

Q0) n H 6�T (P k
�

Q1) n H

then
9 R wT P ; Q0

0; Q0
1 2 CSPH

r (R k
H

Q0
0) n H 6�T (R k

H
Q0

1) n H :

Pro of of Lemma 2: ConsiderP k
H

STOP � T (P k
H

STOP) n H . This cannot

be equivalent to both (P k
�

Q0) nH and (P k
�

Q1) nH , sowithout lossof generality
assume

P k
H

STOP 6�T (P k
�

Q1) n H :

We will take Q0
0 b= STOP. We considercasesas follows:

� Case there is some s 2 R[[(P k
�

Q1) n H ]] such that
r

s =2 R[[P k
H

STOP]].

Then there is some trace s0 such that s0 n H = s, s0 is H -urgent, and
s0 2 R[[P k

�
Q1]]. Hences0[hX \ L; tocki =hX ; tocki ] 2 R[[P]] by equation (1).

Let R b= P and Q0
1 b= Tr (trace(s0) �j H ). Then s0 2 R[[P k

H
Q0

1]] and so s 2

R[[(P k
H

Q0
1) n H ]]. Hence(P k

H
STOP) n H 6�T (P k

H
Q0

1) n H , as required.

� Case there is some s_ hr; a; ri 2 R [[P k
H

STOP]] such that
r

s_ hr; a; ri =2

R[[(P k
�

Q1) n H ]]. Take s minimal, so
r

s_ hri 2 R [[(P k
�

Q1) n H ]].

Then
r

s[X \ L=X ]_ hr; a; ri 2 R [[P]]. Let R wT P beasin Lemma6 such that
r

s[X \ L=X ]_ hr; a; ri is \forced". Then
r

s[X \ L=X ]_ hfag; tock; ri =2 R[[R]]
so r

s_ hfag; tock; ri =2 R[[(R k
H

STOP) n H ]]:

Now,
r

s_ hri 2 R [[(P k
�

Q1) n H ]], so there is some s0 such that s0 n

H =
r

s_ hri , s0 is H -urgent, and s0 2 R[[P k
�

Q1]]. Hence s0[hX \
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L; tocki =hX ; tocki ] 2 R[[P]] by equation (1). Then from Lemma 7 we have
r

s0[hX \ L; tocki =hX ; tocki ] 2 R[[R]].

Let Q0
1 b= Tr (trace(s0) �j H ); then

r
s0 2 R[[R k

H
Q0

1]], and hence
r

s_ hri 2

R [[(R k
H

Q0
1) n H ]]. Now,

r
s_ hr; a; ri =2 R[[(P k

�
Q1) n H ]], so init s0_ hr; a; ri =2

R[[P k
�

Q1]] (init s0 represents trace s0 with the last element removed) so

init s0_ hr; a; ri =2 R[[R k
�

Q1]] becauseR wT P. Henceinit s0_ hfag; tock; ri 2

R [[R k
�

Q1]] soinit s0[hX \ L; tocki =hX ; tocki ]_ hfag; tock; ri 2 R [[R]] by equa-

tion (1). Hence
r

s_ hfag; tock; ri 2 R [[(R k
H

Q0
1) n H ]]. Hence(R k

H
Q0

1)nH 6�T

(R k
H

STOP) n H , as required.

� Casethere is somes_ hA; tock; ri 2 R [[P k
H

STOP]] such that A \ L 6= fg

and
r

s_ hA; tock; ri =2 R[[(P k
�

Q1) n H ]]. Take s minimal, so
r

s_ hri 2

R [[(P k
�

Q1) n H ]].

Then
r

s[X \ L; X ]_ hA \ L; tock; ri 2 R [[P]]. Let R wT P be as in Lemma 6
such that

r
s[X \ L=X ]_ hA \ L; tock; ri is \forced". Then for all a 2 A \ L,

we have
r

s[X \ L=X ]_ hr; a; ri =2 R[[R]], so

8 a 2 A \ L r
r

s_ hr; a; ri =2 R[[(R k
H

STOP) n H ]]:

Now,
r

s_ hri 2 R [[(P k
�

Q1) n H ]], sothere is somes0 such that s0nH =
r

s_ hri ,

s0 is H -urgent, and s0 2 R[[P k
�

Q1]]. Hences0[hX \ L; tocki =hX ; tocki ] 2

R[[P]] from equation(1). Hencefrom Lemma7
r

s0[hX \ L; tocki =hX ; tocki ] 2

R[[R]]. Then
r

s0 2 R[[R k
�

Q1]], so
r

s_ hri 2 R [[(R k
�

Q1) n H ]]. But
r

s_ hA; tock; ri =2 R[[(R k
�

Q1) n H ]] (becauseR wT P). Hence, there is

some a 2 A \ L such that
r

s_ hr; a; ri 2 R [[(R k
�

Q1) n H ]]. Then there

is some s00 such that s00 is H -urgent, and s00 2 R[[R k
�

Q1]]. Hence

s00[hX \ L; tocki =hX ; tocki ] 2 R[[R]] by equation(1). Let Q0
1 b= Tr (trace(s00) �j

H ), so s00 2 R[[R k
H

Q0
1]], and so

r
s_ hr; a; ri 2 R [[(R k

H
Q0

1) n H ]]. But
r

s_ hr; a; ri =2 R[[(R k
H

STOP) n H ]], so (R k
H

Q0
1) n H 6�T (R k

H
STOP) n H ,

as required.

2
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A.4 Lemma 3

We now prove Lemma 3, that if two high level processescan make the system
look di�eren t from Low's point of view, then we can �nd sometesting strategy
to give an information 
o w quantit y of 2:

If (P k
H

Q0) n H 6�T (P k
H

Q1) n H then there exist R wT P,

Q0
0; Q0

1 2 CSP satisfying equation (1), and T 2 Test such that

results(R; Q0
0; T ) = f 0g and results(R; Q0

1; T ) = f 1g:

Pro of of Lemma 3: Following Lemma 1, suppose

s 2 R[[(P k
H

Q1) n H ]] and
r

s =2 R[[(P k
H

Q0) n H ]];

and let T be as in Lemma 1. The results of that lemma show

results((P k
H

Q0) n H ; T ) = f 0g and results((P k
H

Q1) n H ; T ) � f 1g:

However, we cannot be sure that 0 is not a member of results((P k
H

Q1) n H ; T ),

becauseof the possibility of nondeterminism.
Supposes corresponds to the trace s0 of P k

H
Q1, and the traces sP and sQ

of P and Q respectively, so that trace(sP ) = trace(s0), and the pre-tock refusals
of sP include all the events of L from the corresponding refusalof s0.

Let R wT P be|as in Lemma 6|suc h that s0 is \forced". Let Q0
1 b= Q(

r
s0)

where

Q(hr; l i _ s00) b= l ! Q(s00) 2 ?l 0 : L � f l g ! RUN (L); for l 2 L,
Q(hr; hi _ s00) b= h ! Q(s00); for h 2 H ,

Q(hA; tocki _ s00) b= RUN (L)
1
. Q(s00);

Q(hri ) b= RUN (L):

Consider(R k
�

Q0
1) n H with the test T . By construction, the combination of Q0

1

and T forceR to perform the trace s0:

� In stateswherean event from H is due next, Q0
1 forcesit to happen;

� In states where an event from L is due next, Q0
1 prevents events from H

from happening, and T selectsthe appropriate event from L (L is hidden,
so this event must happen{silently{rather than a tock);

� In stateswherea tock following refusalX is due next, R prevents all events
in X \ L, Q0

1 prevents all events from H so R k
�

Q0
1 refusesX [ H , so

(R k
�

Q0
1) n H refusesX , so the test selectsthe tock.
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Further, R cannot refuseany of theseevents. Hence

results(R; Q0
1; T ) = f 1g:

Note that Q0
1 satis�es equation(1): after H -urgent traces,Q0

1 must be refusingH ,
and in such states it o�ers all of L.

Finally, let Q0
0 b= Q0 jjj RUN (L). Note that Q0

0 satis�es equation (1). Then

(R k
�

Q0
0) n H = (R k

H
Q0) n H wT (P k

H
Q0) n H ;

and so

results(R; Q0
0; T ) = results((R k

�
Q0

0) n H ; T ) � results(P k
H

Q0) n H ; T ) = f 0g

by Lemma 5. But, by construction, T always givesat least oneresult, so

results(R; Q0
0; T ) = f 0g:

2
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