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Abstract. It is commonly believed that steganograpty within TCP/IP
is easily achieved by embedding data in header elds seemingly Tled
with \random" data, such as the IP identier, TCP initial sequence
number (I SN) or the least signi cant bit of the TCP timestamp. We
show that this is not the case;these "elds naturally exhibit sutcient
structure and non-uniformit y to be etciently and reliably di®erertiated
from unmodi ed ciphertext. Previous work on TCP/IP steganograpty
doesnot take this into account and, by examining TCP/IP speci cations
and open sourceimplementations, we have developed tests to detect the
use of nafve embedding. Finally, we describe reversible transforms that
map block cipher output onto TCP |SNs, indistinguishable from those
generatedby Linux and OpenBSD. The techniques used can be extended
to other operating systems. A messagecan thus be hidden so that an
attacker cannot demonstrate its existence without knowing a secretkey.

1 Intro duction

Steganographiccovert channelsbasedon modi cation of network protocol header
valuesare best understood by consideringa scenariowith three actors; in keep-
ing with the existing literature, we shall call them Alice, Bob and Walter. Alice
can make arbitrary modi cations to network padkets originating from a machine
within Walter's network. She wants to leak a messageto Bob, who can only
monitor padkets at the egresspoints of this network. Alice aimsto hide the mes-
sagefrom Walter, who can see(but not modify) any padket leaving his network.
This is analogousto a passive warden within the threat model introducedin [1].

In a practical instantiation of this problem, Alice and Bob may well be the
sameperson.Considera macdine to which an attacker hasunrestricted accesdor
only a short amount of time, and which lies within a closely monitored network.
The attacker installs a keyloggeron the machine, and wishesto leak passwords
to himself in such a way that the owner of the network does not obsene that
anything untoward is happening. An attacker might alsowant to watermark all
transmissions from a particular machine; the steganograply described in this
paper can be usedfor this purpose.

Alice can choose which layer of the protocol stack she wishesto hide her
messagen. Each layer hasits own characteristics, which indicate the scenarios
in which it can best be used.In [2], the potential for embedding at all layers of
the OSI model is discussed.
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At the bottom of the stadck, in the Physical and Data-Link layers (e.g. Eth-
ernet), there is someopportunit y for embedding data. However, it requires low-
level control of the hardware, which Alice may 'nd ditcult to obtain. Also, if she
choosesto signal to Bob at this layer, her messagewill be stripp ed out if they
readh a devicethat connectsnetworks at a higher layer (e.g. an IP router). This
requires Bob to be on the sameLAN. An example of a steganograply system
that relies on embedding at the Physical layer is described in [3].

Alice might also chooseto embed data at the Presertation or Application
layers of the network stack (e.g. in Telnet or HTTP/FTP tratc). If, however,
she only has brief accessto the machine from which sheis leaking data, she
needsto anticipate which applications are likely to be usedon it; she can then
modify them to carry her messagesn the tratc they generate.

Similarly, the format of Tes sert over HTTP or FTP (such asJPEG or PDF)
may alsobe viewed as protocolsin which steganographicdata can be embedded.
Theseprovide Alice with a high-bandwidth channel, but only if sheis con dent
of being able to modify these Tes without arousing suspicion.

The only remaining layersto considerin the OSI model are Network, Trans-
port and Session.TCP and IP (speci ed in [4] and [5]) fall within theselayers,
and are common to the vast majority of Internet applications. A messageem-
beddedin theseprotocolshasthe advantage that it will survive unchangedon its
journey out of Walter's network. Here we consideronly IPv4-based embedding;
IPv6-based covert channelsare discussedin [6].

In this paper we study a number of previously proposedscemesfor embed-
ding data within the TCP and IP protocol headers,thus creating a stegano-
graphic covert channel. We showv how the use of these schemescan easily be
detected by a passiwe warden. The algorithms usedin the generation of some
TCP/IP header elds are then looked at in detail, and our alternative method
for embedding data, Lathra, is proposed.We shaw that a passive warden cannot
detect the useof this method without knowledgeof a secretkey, subject to some
realistic constraints. Our results will also be relevant to the "eld of operating
systemand physical device ngerprin ting.

2 Threat Mo del

We have thus far assumedthat the steganograply can only be prevented by de-
tection, not by attempting to remove any hidden information. This is known as
the passive warden threat model. An active warden can modify tratc regardless
of suspicion. As is shown in [7,8], an active warden can remove most, if not all,
TCP/IP level steganograply, and lower layer steganograply will already have
beenremoved by routing. He will, however, have dizcult y removing steganog-
raphy at higher layers (e.g. in JPEG images)without damagingthe carrier.

In many scenarios,it may be infeasible for a warden to be active: the kind
of "Ttering necessaryto remove TCP/IP steganograply can increase network
latency, and might require a Ttering router that can store large amournts of
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state. The warden may also wish to avoid the usersbeing aware that the use of
steganograply is suspected.

In this paper, we assumethat Alice operatesin an ernvironment with a pas-
sive warden and an unreliable network (permitting padket loss, duplication and
reordering) and requiresa TCP/IP basedcovert channel giving

{ indistinguishability : Walter (a passiwe warden) should be unable to detect
the presenceof the data hidden in padcets leaving Alice's machine; and

{ reliability : shedesiressomeindication of whether her message$o Bob have
indeed arrived, so she can retransmit them if necessary

3 Overview of TCP/IP Based Steganograph y

A common failing of existing proposalsis the production of output from a dif-
ferent distribution to that which would be generated by unmodi ed TCP/IP
implementations. In some cases,it is even outside the relevant speci cations.
For this reason,to designsteganographictechniquesor to detect their use, it is
necessaryto be familiar with the applicable standards and the details of their
implemenrtation. This section gives an overview of the TCP/IP standards and
related work from a steganographicencaling perspective.

The basic TCP/IP protocol suite is speci ed in [4] and [5]. There are ex-
tensionsto it (e.g. the TCP Extensions for High Performance[9]) that specify
additional headeroptions; thesealso give somescope for steganographiccoding.

IP itself doesnot aim to provide any reliabilit y guarantees, but rather allows
client protocolson a host to transport blocks of data (datagrams) from a source
to adestination, both speci ed by xed length addressesOne noteworthy feature
of IP for our purposesis that it allows fragmertation and reasserbly of long
datagrams, requiring certain extra header elds.

TCP, on the other hand, doesaim to provide a reliable channelto its clients.
It hasa stream oriented interface, and keepsits reliabilit y properties even within
networks exhibiting padket loss, reordering and duplication. Its featuresfor im-
plemerting reliability and °ow control give scope for steganographiccoding.

The TCP/IP headercansene asa carrier for a steganographiccovert channel
if a header eld can take one of a set of values, ea of which appears plausible
to our passive warden. The warden should not be able to distinguish whether the
header was generatedby an unmodi ed TCP/IP stack or by a steganographic
encading medhanism. In this section we examine which header elds have more
than one plausible value, and look at the amount of entropy available in ead of
them for useby a steganographiccoding scheme.

TCP/IP steganograply exploits the fact that few headersare altered in tran-
sit. As mentioned above, IP padkets can be fragmerted, but (unlesswe are hiding
data in the fragmenation-related headers)no information is lost. The time-to-
live "eld in the IP headeris decremerted eac time the padet passeshrough a
router, but the initial valuesusedby IP stacks are well known, sothis “eld gives
little scope for steganograply.
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Figure 1 illustrates the baseTCP/IP headers.The "elds shown in italics are
thosethat may be usedto embed steganographicdata. We now consideread of

these elds in turn, assessingheir potential for use as steganographiccarriers.

0 3 4 7 8 15 16 18 19 23 24 31

8 Version | IHL | Type of Senice Total Length
% Identic ation Flags Fragment O®set
P Time to Live | Proto col Header Checksum
§ Source Address
T Destination Address
Options Padding
8 : —
Source Port Destination Port
% Sequence Numb er
TCP Acknowledgement Num ber .
§ O®set Reserved | Flags Windo w
. Checksum Urgent Pointer
Options (including timestamp) | Padding

Fig. 1. Basic TCP/IP headerstructure

Type of Service: The eight Type of Service (ToS) bits in the IP headerare
usedto indicate quality of serviceparametersto routers on a padet's path. They
are now rarely usedwith their original semartics (as de ned in [5]); they have
beenreusedin, for example, the implementation of Di®Serv.

There is potential for using the bits in this "eld asa steganographiccarrier,
asdescribedin [2], becausemany networks never usethem. However, this would
be easily detected by the warden in our threat model, asthe "eld is setto zero
in almost all default operating system con gurations.

IP Identication: As described in [5], the IP Identi cation “eld (IP ID) is
“an identifying value assignedby the senderto aid in assenbling the fragmerts
of a datagram’, and is allocated 16 bits of the IP header. Becausethe IP ID
is usedto distinguish fragmernts making up one padket from fragmens making
up another, the only constraints on its value are uniquenessover the length
of time that fragmens of a padket might reasonablyremain in a network, and
unpredictabilit y.

IP IDs that are unique within a given time window are necessaryto ensure
that fragmens of di®eren padkets are not reassembled into one padket on the
receivinghost. Unpredictabilit y prevents “idle scanning'[10], whereby an attacker
can portscan a host without ever sendinga padket directly to it.

A stheme for embedding data in this "eld is described in [11]. It usesa
pseudorandomsequencegeneratedby a Toral Automorphism System,to ensure
that the modi ed "eld is random. However this canbe detectedsincelP ID “elds
are not random, as showvn in Section/5.1l
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IP Flags: IP packetsinclude two °ags, Do Not Fragment (DF), indicating that
the padet should be discardedif it cannot be sert without fragmentation, and
More Fragments(MF) which is 0 if the padket contains the last fragmert, or if a
padket hasnot beenfragmenrted. In [11] the useof the DF bit for steganographic
signalling is proposed. If this is used on packets smaller than the maximum
segmen sizethe DF °ag has no e®ecton the padkets' behaviour. However, the
normal state of DF can be predicted from the padket's context, sothe warden
in our threat model can detect the use of this technique.

IP Fragment O®set: When IP padkets are fragmented, the individual frag-
ments contain an o®set eld; this allows the receiving host to reconstruct the
fragmerts in the correct positionsin its receive bu®ers.Information canbetrans-
mitted covertly by modulating the size of the fragments originated by a host,
and thus the fragmert o®sets.As with the IP identi cation and ToS elds, this
method of steganographicencading is easily detected. In ervironments where
path MTU discovery [12] is routinely used, fragmened padkets are unusual.

IP Options: IP padkets very rarely cortain “options', sotheir steganographic
potential is limited. In [2] the useof the IP Timestamp option is described (not
to be confusedwith the TCP Timestamp discussedn Section3), but in addition
to being easily detectable, padkets with this option presen can travel at most
20 hops, soit is of little usein the open Internet.

TCP Sequence Num ber: TCP sequencenumbers support the reliabilit y fea-
tures provided by TCP (and to some extent, the °ow cortrol features). Each
octet of data transmitted over a TCP stream is assigneda sequencenumber. In
TCP, a connection (de ned by a pair of sockets) can be reused,and hencethe
host must be able to detect whether a segmen is from a current or previous
incarnation of a connection.

When a connectionis established,both hosts must choosean initial sequene
numkber (I SN). Careful design of the algorithm for generating these initial se-
guencenumbersensuresthat overlap in sequencenumber spacebetweendi®eren
incarnations of a connectionis prevented.

There are other properties required of the algorithm usedfor initial sequence
number generation. For a given connection, the | SNs used must be hard to
guessfor those not involved in the connection[13]. To allow a connectionin the
TIMEWAITstate to be restarted, the sequencenumbers for a given socket pair
should also be monotonically increasing.

A prototypeimplemertation of steganograply using TCP | SNs(and alsothe
IP ID), Covert _TCRis described in [14]. It simply replacesthe chosen eld with
the data to be sert, so can be detected either by observingthat the "eld does
not meet the required overlap and uniquenessconstraints, or by comparing the
data obsened with statistical patterns of suspected plaintext.

A passiwe warden using a Support Vector Machine (SVM) is presened in [15].
It is designedto detect the use of Covert _TCPwithin the IP ID and TCP ISN.
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A SVM is a madhine learning technique that is suitable for automatically iden-
tifying featureswhich are not well understood. In the caseof IP IDs and | SNs,
the algorithm for generating them is well understood and precisely described
in sourcecode, soit is not necessaryto use a machine learning technique. The
SVM canonly identify simple features,soit cannot detect the complexstructure
presen in these elds and their interdependencies.

The designand implementation of Nushu, animprovemert to Covert _TCPfor
Linux 2.4, is described in [16]. Nushu usesTCP |SNsfor encaling information
and encrypts outgoing | SNs to hide the use of steganograply, howewer it still
may be detected. Firstly, the output will not exhibit the structure of TCP | SNs
expected from Linux. Secondly a °aw in the use of DES for encryption allows
the recovery of statistical information on the plaintext. Thesetechniqueswill be
further discussedin Section|5.3.

TCP Timestamp: The TCP timestamp option allows a host to accurately
measurethe round trip time of a path, and also mitigates problems assaiated
with sequencenumber wrap-around in networks with large bandwidth £ delay
products. For our purposesi,it is only necessarjto understand the constraints on
the valuesof TCP timestamps; more details about the features basedon them
can be found in [9].

The timestamp option consistsof two 32 bit "elds, TS Value and TS Echo
Reply. The TS Value "eld is set basedon the “timestamp clock' of the sender,
and it is into this "eld that hidden data can be embedded.The only constraints
on the timestamp clock are that its tick frequency be between1Hz and 1kHz,
and that it be strictly monotonic.

A covert channel basedon modulating the least signi cant bit of the TCP
timestamps transmitted by a host, devcc, is describedin [17]. The schemeworks
by incremerting the timestamp assaiated with a padet (and delaying it accord-
ingly) in order to transmit a "1' bit of ciphertext. The useof TCP timestamps
is not universal, but it is deployed as standard on newer versionsof Linux and
other Unix-lik e operating systems,sothe obsenation of timestamps from an op-
erating systemwhich doesnot support them would be suspicious.As described
in Section|5.3, the distribution of valuesin the timestamp "eld is modi ed from
the expected one, in a detectable manner, by the use of this covert channel.

Packet Order: In addition to the content of the packet, the ordering of padkets
can be usedto carry information, asis described in [11]. This relies on being
usedon an IPSecnetwork to recover the original order, limiting its applicability.
Since packets are seldomreordered by the transmitting host, a warden who is
closeto Alice will undoubtedly notice the unusually large amourt of re-ordering.

4 IPID and TCP ISN Implemen tations

The passiwe warden consideredin this paper has knowledge of both the TCP/IP
standards and particular implementations. He can chedk whether the valueshe
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obsenescould have beengeneratedby an unmodi ed operating system,or even
by the operating system he knows to be installed on the originating host.

Two “elds which are commonly usedto embed steganographicdata are the
IPID and TCP ISN. A suzciently precisedescription of their generation can-
not be found within the public literature, so details of the implementation are
included here. Due to their construction, these elds contain some structure,
but asmertioned in Section3, they must alsobe partially unpredictable. This is
achieved by having randomly generated,per-host, secretsand by the useof cryp-
tographic functions. We assumethat the warden is aware of the implemertation,
but doesnot have accesgo thesesecretsand is not ableto exploit vulnerabilities
in the cryptographic primitiv es.

4.1 Linux

The Linux 2.0 I SN generator (shown in Figure [2) is basedon RFC1948[19].
It usesSHA-1 to hash a block of 16 32-bit words, with words 9{11 set to the
sourceand destination IP addressand port, and the remaining 13 words Tled
with a cryptographically secure,random secret,initialised on boot. Rather than
using the valuesde ned in the SHA-1 standard for the initial state, the rst 5
words of the block are used. To obtain the |1 SN, the secondword of the hashis
selectedand the current time (in microseconds)added. This achievesthe goals
of RFC1948, but calculation of a SHA-1 hashis slow, and hencethis algorithm
causesa signi cant delay in the TCP connection establishmert process.

S.Port D. Port
[SrclP [ DstiP [ [ |

I T T
e ———

[ ] Randomdata

Time(ts)
E Sequenceumber
Fig. 2. Linux 2.0 | SN generator

The algorithm usedin Linux 2.2 (shown on the left in Figure|3) was modi ed
to reducethe time neededto calculate eath | SN. Rather than using SHA-1, a
reduced block-size variant of MD4 was used, which reads 8 32-bit blocks per
iteration, rather than the 16 in the original, and soit alsoreducesthe stepsper
round from 16 to 8. This is usedin a similar way to SHA-1 in Linux 2.0, except
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Linux 2.2 and Early Linux 2.4 Late Linux 2.4 and Linux 2.6

S.Port D. Port S.Port D. Port
[ SiP [ D.IP [ ] | [ SIP [ D.IP ] [ JForisN
[op TTTTTTTT] D.p [TTTTTT T ]ForiPip
] T [T
[S—— [ ———— [—— —————

lState
Block

[] Random data di®eent for IP ID/ISN
[l Randomdata identical for IP ID and ISN

\ - Jinitial 1P 1D (Linux 2.4{2.6)

Time (s) =300(Linux 2.2/Early Linux 2.4)
Reley courter (Late Linux 2.4/2.6)

Time (*9)
L] |+ — ] Sequencaumber

Fig. 3. Linux 2.2{2.6 | SN generator and Linux 2.4{2.6 IP ID generator

it limits the reuse of random data. Since even the full size MD4 algorithm is
known to be insecure,the random data is rekeyed every 300 secondg5 minutes)
to limit the impact of secret compromise. To avoid this resulting in repeated
I SNs, after the hash is calculated, the most signi cant byte is replaced with a
courter incremerted on rekeying and initialised to the current time divided by
300. Finally, aswith Linux 2.0, the time in microsecondsis added.

Early versionsof Linux 2.4 contained the samel SN generator as Linux 2.2.
It was also used (up to the hashing step) with a di®erern secretto initialise
the per-destination counters for IP IDs on padkets which may be fragmerted. A
global courter was previously used, but this was vulnerable to idle scanning.In
later versionsof Linux 2.4 and in Linux 2.6the algorithm waschangedslightly, as
shawn on the right of Figure 3] mainly to improve performanceon multipro cessor
systems. The di®erencefrom a detection perspective is that the rekey courter
is initialised to zeroon boot. The use of MD4 is changed, and the samesecret
is used for both 1SN and IP ID generation (exploiting this for detection would
require nding a vulnerability in MD4). Padkets which will not be fragmerted,
due to the DF bit being set, are assigneda predictable IP ID. For TCP this is
a per-sacket courter initialised to the sequencenumber xored with a timer, for
UDP a per-sacket courter initialised with atimer; for other protocols, with zero.

4.2 OpenBSD

The algorithm usedfor | SN generationin OpenBSD was introduced in Decem-
ber 2000; Figure [4 shows its operation. It is initialised by keying a block cipher
with 1024 bits of random data and setting the most signi cant bit of the gener-
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15bits

15bits

[] Randomdata
[ | [RC4 pseudorandorn

Reley courter mad 2 0

[1 [ ] Sequencaumber

32bits
Fig. 4. OpenBSD | SN generator

ated | SNsto be zero. It is rekeyed every 2 hours, or every 30,000 connections,
whichever is sooner. On rekeying, the MSB of the generatedl SNsis toggled: this
prevents collisions between| SNs generatedin adjacert rekey intervals. When a
new TCP connectionis made, the I SN is generatedas follows:

{ The MSB setto either "1' or "0', depending on whether the operating system
isin an “odd' or “ewen' rekey interval.

{ The next 15 bits are setto the output of a customblock cipher run in courter
mode; the courter is updated ead time an | SN is generated.

{ The next bit is always zero.

{ The "nal 15 bits are generated by an RC4 based pseudorandom number
generator (PRNG).

The result of running the block cipher in counter mode is that a di®erert
pseudorandomsequences de ned in ead rekey interval. The 15-bit valuesin
this sequencere then inserted into the | SNs, followed by a zerobit: this ensures
that no two I SNswithin a givenrekey interval are closertogether than 21° octets.
The schemethus satis es all of the constraints described in Section3 apart from
per socket pair monotonicity.

The IP ID algorithm in OpenBSD usesa linear congruenial generator, de-
scribedin [19], rekeyed every 3 minutes (or after 30,000IDs have beengenerated,
whichever is sooner). It usesthe sameMSB-toggling medcanism asthe sequence
number generatorto prevent collisions betweenrekey intervals.

5 Detection of TCP/IP Steganography

As described above, each operating system exhibits well de ned characteristics
in generated TCP/IP "elds. These can be usedto identify any anomaliesthat
may indicate the use of steganograply. We have therefore de'ned a suite of
tests which may be applied to network traces and usedto identify whether the
results are consistent with known operating systems(and in particular, with the
operating systembelieved to be installed on the sourcehost). However theseare
not intended as acceptancetests for proposedsteganographicschemes.
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IP ID Characteristics

Sqjuential Global IP ID. Some operating systems, particularly older ones
(e.g. Linux <2.4), use a global counter for the IP ID. If connectionsto dif-
ferent hosts have sequetially increasing IP IDs then it is likely that this
strategy is in use.

. Seuential Per-host IP ID.  Others (e.g. Linux , 2.4) usea per-host courter

for padkets which may be fragmerted. The warden can test whether connec-
tions to di®erert hosts use apparertly unrelated IP IDs, but connectionsto
the samehost have a sequettially increasingIP ID.

. IP ID MSB Toggle. OpenBSD togglesthe most signi cant bit of the IP ID

every rekey interval (3 minutes or 30,000 IP IDs), sothe MSB is examined
to ched if it matchesthis pattern.

. IP ID Permutation. Within a rekey interval, the OpenBSD IP ID is non-

repeating; the presenceof any duplicates eliminates the possibility that this
strategy is in use.

TCP | SN Characteristics

Rekey Timer. In Linux 2.2 (and early 2.4) the most signi cant byte of
the 1SN is initialised to the current time since the epoch, divided by 300.
The system time in microsecondsis then added. The rekey timer can be
recovered by subtracting the host time, in microsecondsfrom ead | SN and
verifying that the top byte increasesby one every 5 minutes. This requires
a clock syndronisedto 8 secondsaccuracy (223=1;000,000), which seemsa
reasonableassumption, since many systemsuse NTP syndironisation. The
host time can even be queried directly, for example by using the daytime
service,or indirectly, by observing patterns in the 1 SNs.

. Rekey Counter. In Linux 2.6 (and late 2.4) the MSB of the I SN is set to

the time sincesystemstartup (in seconds)divided by 300. The systemtime
in microsecondsis added, as before, and hence the rekey cournter can be
recovered using the samemethod asin Test5.

. Zero bit 15. All 1SNsgeneratedby OpenBSD will have bit 15 cleared.
. ISN MSB Toggle. As with the IP ID, OpenBSD toggles the MSB of the

generatedl SN every rekey interval (2 hours or 30,000 IP IDs).

. | SN Permutation. Bits 16 to 30 within OpenBSD | SNs are non-repeating

within a rekey interval.

Full TCP Collisions. In Linux 2.0{2.6, and other RFC1948 inspired sys-
tems, the hash usedfor | SN generation is basedon the socket pair, so colli-
sionsmay be encourtered. For Linux 2.0 there is no rekeying, so all 32 bits
will beidentical (subject to clock skew), after subtracting the time. This test
and the following one can alsobe usedto estimate clock skew betweenAlice
and the warden and henceidentify the physical device without the use of
TCP timestamps [20].

Partial TCP Collisions. For Linux 2.2{2.6 it would be expected that col-
lisions within a rekey period will have the same least signi cant 24 bits
(subject to clock skew), after subtracting the time.
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5.3 Explicit Steganograph y Detection

12. Nushu Cryptography As coveredin Section[3, Nushu encrypts data before
including it in the ISN "eld. This will result in a distribution unlike that
normally generatedby Linux and sowill be detectedby the other TCP tests.
Howewer dueto a °aw in the way that encryption is used,Nushu alsoexhibits
characteristics of its own which may be exploited. The encryption operatesby
DES encrypting the IV (source port ©destination port k sourcelP addres®©
destination IP addresg with a sharedkey, then xoring the rst 32bits of the
resulting keystreamwith the hidden data. When IV collisionsoccur, the | SNs
canbexoredto remove the key-stream;the result is the xor of two plaintexts.
If these plaintexts are the same,asis the casewhen data is not being sert,
the result would be zero, and in other casesredundancy in encading would
be apparen.

13. TCP Timestamp The schemeusedin devcc, described in [17], can be de-

tected using the methods outlined in [21]. If a low bandwidth TCP connec-
tion is being usedto leak information, a randomnesstest can be applied to
the leastsigni cant bits of the timestampsin the TCP padkets. If \to o much"
randomnessis detectedin the LSBs, it canbe deducedthat a steganographic
covert channelis in use.
For a high bandwidth TCP connection (where segme transmission rate A
timestamp update rate), a warden can merely calculate the ratio of the num-
ber of distinct timestamp valuesseento the di®erencebetweenthe start and
end timestamp values. If the covert channel described in [17] is in use, this
ratio will be closeto 0:75;if not, it will be very closeto 1.

14. Other Anomalies Featureswhich would indicate the use of steganograply
include: unusual °ags (e.g. DF when not expected, ToS set), excessie frag-
mentation, use of IP options, non-zero padding, unexpected TCP options
(e.g. timestamps from operating systemswhich do not generatethem) and
excessie re-ordering.

5.4 Accuracy

Table[1 shavs which tests detect which operating systems/steganographictech-
nigues. All of thesetests (except Test 13) are baseddirectly on the original im-
plemenations, and make no assumptionsabout the probabilistic e®ects.Hence,
they will not su®erfrom false negatives. False positives are possible,so in this
section we considerthe number of packets required to avoid these.

IP ID. Test1 will reach an error probability of 1=26 after only 2 padkets, as
will Test 2 for 2 fragmentable padkets directed to the samehost within a rekey
interval. Due to the prevalenceof path MTU discovery, fragmentable packets are
rare, however this test will still be e®ectie in the normal casewhere sackets are
usedto sendsewral padkets, due to the per-sacket IP ID counters usedin TCP
and UDP. The probability of error in Test 3 halveswith every padket after the
“rst oneis obsened. From the “birthday paradox’, after around 181 padkets a
collision would be expected which would match Test 4.
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Table 1. Expected results of tests on unmodi ed operating systems and
TCP/IP steganograply systems.A matching test is indicated by 2'. The last
three columns are tests for the presenceof steganograply, the others test for
the absence.Nushu and devcc were written for early Linux 2.4 and are as-
sumed to share the characteristics of all “elds which are not explicitly modi-
“ed. Covert _TCPcreatesall “elds itself. Our improved TCP/IP steganograply
scheme, Lathra, is described in Section/6

Software Tests
1 2 3 4 5 6 7 8 9 10 11 | 12 13 14
Linux 2.0 | 2 2
Linux 2.2 | 2 2 2
Early Linux 2.4 2 2 2
Late Linux 2.4/2.6 2 2 2
OpenBSD 2 2 2 2 2
Covert _TCP
Nushu 2 2
devce 2 2 2 2 2
Lathra/Lin ux 2 2 2
Lathra/Op enBSD 2 2 2 2 2

TCP ISN. Test 5 needsone padket to achieve a 1=28 error probability; Test
6 needs2 packets to get the same.Test 7 halvesthe error probability with every
SYN packet, as does Test 8 after the "rst padket. As with the equivalent IP ID
ched, Test 9 needsaround 181 SYN packets within a rekey interval. Tests 10
and 11 depend on the randomnessof the sourceport selection,but on a heavily
loadedmadhine, our experiments show thesecollisionsoccur approximately every
1,000 SYN padkets for a xed destination port.

Steganayraphy. Test 12 also depends on port selectionrandomness,but our
experiments show collisions every 1;000 SYN padkets (even with random des-
tination ports). Test 13 relies on obsenation of consecutive TCP timestamps:
if n timestamps are seenwithout discortinuity, the probability that the devcc
schemeis in useis 1=2"1 1. The accuracyof Test14 dependson the steganograply
being used, but for nafve implemertations only one padket is needed.

6 Detection-Resistan t TCP Steganograph y Schemes

Our aim in this sectionis to develop a robust stheme, Lathra, using the TCP
| SNsgeneratedby OpenBSD and Linux as a steganographiccarrier. We achieve
this by following the implementation of the real | SN generators,so OpenBSD
and Linux are discussedas separate cases.This discussiononly considersthe
content of the steganographicchannel, but to be protected from timing attacks,
caremust alsobe takento ensurethat the generationalgorithms have the same
responsetime asthe original implementations.
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Permut ation-Code (m; n;x)

baseA m

output _symbols A 0;2;2;:::;m)

while n6 0

do index A n mod base
n A bn=base
for iA Oto xj 1
do output Encipher (output_symbols[index]+ i £ m;K)
output _symbols A output _symbols n output _symbols[index ]
baseA basej 1

©CoO~NOOOULD WNPE

Permut ation-Decode (m; x)
1 baseA m
2 multiplicand = 1
3 input _symbols A (0;1;2;::::m)
4 nAo
5 while input symbol
6 do symbol A Decipher (symbol;K)
7 symbol A symbol mod m
8 if seen symbol
9

then skip
10 n A n+ Index-Of (symbol in input _symbols) £ mul tipl icand
11 input _symbols A input _symbols n symbol
12 mul tipl icand A mul tipl icand £ base

13 baseA basej 1
14 return n

Fig. 5. OpenBSD permutation coding and decading functions

6.1 OpenBSD

The MSB of our output must exactly mimic the output of the real OpenBSD
TCP stack: it must toggle every 2 hours (or 30,000 connections). The next 15
bits, when extracted in turn from ead | SN generatedwithin a rekey interval,
must resenble a pseudorandomsequence.

The functions in Figure[5 encade (and decale) the integer n asa permutation

receive onein x | SNstransmitted by Alice). In order to remove patterns in our
permutation, Alice must choosea key, K, for ead rekey interval, and transmit
it to Bob in, for example, the least signi cant 15 bits of the “rst | SN.

Thesefunctions allow usto encadethe 16 MSBs of the | SN. The 17th bit must
be zero,and we encade data into the remaining 15 bits using a block cipher. The
output of the cipher is analogousto the PRNG in the geruine implementation.
We xor a hash of other header elds with the input data to give freshnesslif this
yields the samevalue more than once, we skip that padket.
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6.2 Linux

Simply encading our data within the least signi cant 24 bits of the 1SN could
be detected by the warden, becausehe can detect the absenceof a uniform
distribution after subtraction of the time. Our generatedl SN thus needsto have
the carry into the top byte set correctly. We must add one to the top byte of
our generatedl SN if, and only if, the value that we place into the the bottom
24 hits (our encrypted data) is strictly lessthan the least signi cant 24 bits of
the time.

To ensurereliabilit y, Alice can ched if shereceivesan ACK for ead | SN and
resendif not, then usea standard reliabilit y protocol, for example that usedin
Nushu, to reassemle the data. Sothat the data cannot be di®erertiated from
random numbers, it must be encrypted. To achieve freshness,while allowing
ead packet to be decrypted independenly, the plaintext is xored with a hash of
other header elds (not including the IP ID, which is derived from the | SN), then
encrypted with a variable length block cipher. Half of the spaceof plaintexts is
resened speci cally to avoid duplications in the spaceof ciphertext (if the same
data is to be sert, and the hash of other header elds is the same,one of these
dummy valuesis encaded and transmitted). Due the the RFC1948baseddesign,
if Alice encourters a padket with the same source and destination IP address
and port asone already used, within a rekey interval, it must be skipped.

7 Conclusion

In this paper, we have provided an overview of the opportunities for using
TCP/IP header elds asa carrier for a steganographiccovert channel. A detailed
description of the ISN and IP ID generation schemesin Linux and OpenBSD
was preseried, and a number of previously proposedschemesfor TCP/IP-based
steganograply were described.

We have shown that a passive warden can detect useof thesesthemesbecause
the modi ed headersthat they produce can easily be distinguished from those
generatedby a geruine TCP/IP stack.

Finally, we have outlined two schemesfor encading data with | SNsgenerated
by OpenBSD and Linux. Both stchemesgeneratel SNsthat are almost indistin-
guishablefrom those generatedby a geruine TCP stadk, exceptby wardenswith
knowledgeof a sharedsecretkey or who can exploit vulnerabilities in the under-
lying cryptography usedin Lathra and the original ISN generation algorithms.
In particular, for the Lathra/Lin ux casewe assumethat the warden cannot tell
that two adjacert sequencenumbers could not have been generatedby an in-
stance of MD4 with the same partial input. In Lathra/Op enBSD we make a
similar assumption about the counter mode output of the block cipher and the
useof RCA4.

Ac kno wledgemen ts: Thanks are due to Joanna Rutk owska, George Danezis, Richard
Clayton and Markus Kuhn for their helpful contributions.
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